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eIntrodu
tionThe theory of latti
es provides a tempting sour
e of hard problems for 
rypto-graphy, be
ause the linearity of latti
e operations o�ers speed advantages over
ryptosystems based on other known hard problems. Two proposed 
ryptosys-tems based on (approximate) shortest and 
losest ve
tor problems are GGH [4℄and NTRU [6℄. Unfortunately (for 
ryptographers), 
urrent latti
e redu
tionmethods su
h as LLL and its variants [11{13,18, 19℄ are quite e�e
tive at �nd-ing short ve
tors in latti
es of moderate dimension. This renders the GGH 
ryp-tosystem impra
ti
al [17℄, sin
e its publi
 keys 
onsist of a full basis for thelatti
e, so the key size is proportional to the square of the latti
e dimension.The NTRU publi
 key 
ryptosystem [6℄ and the related NSS signature s
heme[7, 8℄ over
ome this diÆ
ulty by using a 
lass of latti
es in whi
h an entire ba-sis 
an be spe
i�ed by a single ve
tor. These 
onvolution modular latti
es arede�ned using 
onvolution produ
ts and redu
tion modulo q, and the resulting
ryptosystems have key size that is proportional to n log q for a latti
e of dimen-sion n.Convolution modular latti
es have a 
y
li
 stru
ture that makes them ni
eto use in 
ryptography, but that same stru
ture is a potential liability, sin
e ito�ers an additional avenue for solving the underlying hard latti
e problem. Inthis note we explore a method, originally proposed by the �rst author [14, 15℄,that exploits the 
y
li
 stru
ture in order to de
rease the dimension of the un-derlying latti
e. Sin
e the solution time is roughly proportional to the dimensionof the latti
e, this o�ers the possibility of signi�
ant savings; and indeed in lowdimensions, the method is fairly e�e
tive. However, in higher dimensions su
has those used in 
ommer
ial implementations of NTRU [9℄, the speedup does



112not signi�
antly a�e
t basi
 se
urity estimates. We also �nd that although thedimension redu
tion method 
an be parallelized, the e�e
t is not linear in thenumber of pro
essors.1 Convolution Produ
ts and Convolution ModularLatti
esThe 
onvolution produ
t of two ve
torsu = [u0; u1; : : : ; uN�1℄ 2 ZN and v = [v0; v1; : : : ; vN�1℄ 2 ZNis the ve
tor w = [w0; w1; : : : ; wN�1℄ = u � v whose kth 
oordinate is given bythe formulawk = u0vk + u1vk�1 + � � �+ ukv0 + uk+1vN�1 + � � �+ uN�1vk+1= Xi+j�k (mod N)uivj :Convolution produ
t makes the latti
e ZN into a ring. In a similar manner, ifwe start with ve
tors whose 
oordinates are in the �nite �eld Fq , then 
onvolutionprodu
t makes the ve
tor spa
e FNq into a ring, and redu
tion modulo q givesa natural ring homomorphism ZN ! FNq . In this note we will study 
ertainsublatti
es of ZN that are de�ned by 
onvolution 
ongruen
es.Remark 1. An alternative des
ription of the 
onvolution ring ZN is the poly-nomial quotient ring Z[X ℄=(XN � 1). Under this isomorphism, the ve
tor v isidenti�ed with the polynomial v0+v1X+v2X2+� � �+vN�1XN�1. We will mainlyuse the ve
tor des
ription, but it is sometimes useful to deal with polynomials,espe
ially when dis
ussing the mod q multipli
ative inverse of a ve
tor.Let q � 1 be an integer, whi
h we will 
all the modulus, and let 
 2 ZNbe a �xed ve
tor. The 
olle
tion of pairs of ve
tors [u;v℄ 2 Z2N satisfying the
ongruen
e 
 � u � v (mod q) (1)forms a latti
e in Z2N. We denote this latti
e by L(
; q) and 
all it the Convo-lution Modular Latti
e (CML) asso
iated to 
 and q. It is 
lear that L(
; q) is alatti
e of dimension 2N , sin
e dire
tly from (1) we see that L(
; q) is a subgroupof Z2N and satis�es qZ2N � L(
; q) � Z2N:Using the formula for the 
onvolution produ
t, the latti
e L(
; q) may bedes
ribed very expli
itly as the latti
e spanned by the rows of the following



113matrix:
L = L(
; q) = RowSpan0BBBBBBBBBBBB�

1 0 � � � 00 1 � � � 0... ... . . . ...0 0 � � � 1 
0 
1 � � � 
N�1
N�1 
0 � � � 
N�2... ... . . . ...
1 
2 � � � 
00 0 � � � 00 0 � � � 0... ... . . . ...0 0 � � � 0 q 0 � � � 00 q � � � 0... ... . . . ...0 0 � � � q
1CCCCCCCCCCCCARemark 2. The N -by-N upper righthand blo
k of the matrix for L(
; q) is the
ir
ulant matrix of the sequen
e [
0; 
1; : : : ; 
N�1℄. For this reason an alternativename for L(
; q) might be Cir
ulant Modular Latti
e.Remark 3. In typi
al 
ryptographi
 appli
ations su
h as NTRU and NSS [6{8℄, 
onvolution modular latti
es are 
onstru
ted to 
ontain a parti
ular shortve
tor [a;b℄. For example, a and b might be 
hosen from the set of binary(or trinary) ve
tors with a spe
i�ed number of ones (and negative ones). The
orresponding CML is given by the solutions [u;v℄ to the 
ongruen
eb � u � a � v (mod q):Equivalently, it is the latti
e L(
; q) with
 � a�1 � b (mod q):The publi
 information is the generating ve
tor 
, and the se
ret informationused as a trapdoor is the short ve
tor [a;b℄.2 The Shortest Ve
tor Problem and the Closest Ve
torProblem in Convolution Modular Latti
esTwo 
lassi
al and mu
h-studied problems in the theory of latti
es are the short-est ve
tor problem (SVP) and the 
losest ve
tor problem (CVP). These are,respe
tively, the problem of �nding a shortest nonzero ve
tor in L and the prob-lem of �nding a ve
tor in L that is 
losest to a given target ve
tor t not lyingin L. An overview of the theoreti
al study of these problems may be found in [3℄.The pra
ti
al problem of solving SVP and CVP has also attra
ted 
onsiderableattention. The LLL algorithm [13℄ and its improvements and variants (e.g., [11,12, 18, 19℄) provide a pra
ti
al method for �nding moderately short and moder-ately 
lose ve
tors, but the 
omputation of shortest and 
losest ve
tors remainsvery diÆ
ult from both a theoreti
al [1, 16℄ and a pra
ti
al perspe
tive [2℄.The standard notation for the length of a shortest nonzero ve
tor in a latti
e Lis �1 = �1(L) = min�kvk : v 2 L; v 6= 0g:



114If t is any ve
tor, we use a similar notation�1(t) = �1(t; L) = min�kt� vk : v 2 Lgto denote the distan
e from t to a 
losest ve
tor in L.In terms of theoreti
al 
omplexity theory, CVP may be a little harder to solvethan SVP (but see [5℄). However, for most problems there appears to be verylittle di�eren
e in pra
ti
e. More pre
isely, if (L; t) is an n-dimensional CVP tobe solved, then one forms the (n+ 1)-dimensional latti
eL0 = f(v; 0) : v 2 Lg+ fk(t; 
) : k 2 Zg� Rn+1 :For an appropriately 
hosen value of 
, a shortest nonzero ve
tor in L0 will oftenhave the form (u; 
), and then it is likely that the ve
tor t � u (whi
h is in L)will be a 
losest ve
tor to t. See, e.g., [4, 17℄ for further details.Example 1. Typi
al 
onvolution modular latti
es used in 
ryptography will 
on-tain short (probably shortest) ve
tors w = [u;v℄ that are binary or trinary ofknown form. For ease of exposition, we will 
onsider the 
ase of binary ve
tors,the trinary 
ase being similar. For example, if we letBN(d) = fbinary ve
tors with d ones and N � d zerosg;then an adversary may know that L(
; q) 
ontains a ve
tor w = [u;v℄ satisfyingu;v 2 BN(d). His obje
tive is to �nd this ve
tor (or one of its rotations, seeSe
tion 3).The most straightforward approa
h is to solve SVP. The ve
tor w has lengthkwk = p2d, so if w is a smallest ve
tor than solving SVP will �nd w. However,it will generally be easier to solve CVP with target ve
tort = � dN ; dN ; dN ; : : : ; dN � ;sin
e the distan
e from t to w satis�eskt�wk =r2d(N � d)N < p2d = kwk:More generally, the two halves of the shortest ve
tor may have unequal sizes,say u 2 BN(d1) and v 2 BN(d2). In this 
ase the latti
e should be balan
edbefore formulating the appropriate CVP. For ease of exposition, we will restri
tattention in this note to the 
ase that kuk = kvk, but see Se
tion 5 for a briefdis
ussion of the balan
ing pro
ess.Extensive experiments with 
onvolution modular latti
es using NTL's imple-mentation [10℄ of 
urrent latti
e redu
tion methods have yielded the followingresult.Heuristi
 1 Let L = f(L; t)g be a 
olle
tion of pairs 
onsisting of a 
onvolutionmodular latti
e L and a CVP target ve
tor t, and suppose that the 
olle
tion hasthe following properties:



1151. The ratio N=q is (approximately) 
onstant for the latti
es in L.2. The ratio �1(t)=pq is (approximately) 
onstant for the latti
es in L.3. �1(t) is signi�
antly smaller than pNq=�e, say by at least a fa
tor of 2.Then there are positive 
onstants � and � so that the time required to solve theCVP for every (L; t) in L is given bylog10(Time) � �N + �:In other words, the time to solve CVP is exponential in the dimension of thelatti
e.Remark 4. The key 
onditions in Heuristi
 1 are 
onditions (1) and (2) requiringthat N=q and �1(t)=pq be held approximately 
onstant. Condition (3) is lessimportant, it simply says that the latti
e 
ontains a ve
tor that is signi�
antly
loser to t than would have been predi
ted by the Gaussian heuristi
. More pre-
isely, the Gaussian heuristi
 suggests that a (random) latti
e L of dimension nand dis
riminant D will generally have few ve
tors that are signi�
antly 
loserthan the Gauss 
onstant 
 = 
(L) = D1=npn=2�eto a given ve
tor t. See [6℄ or [9, Annex A.3.5℄ for further details of this obser-vation.Remark 5. We 
an rephrase Heuristi
 1 more intrinsi
ally without dire
t ref-eren
e to 
onvolution modular latti
es, although we do not know whether itholds for more general latti
es. The Gaussian heuristi
 says that in a \random"latti
e L, SVP and CVP have solutions of size approximately 
(L). Then theheuristi
 says that in a 
olle
tion of (CML) latti
es and target ve
tors satisfying
(L)dim(L) � 
1 and �1(t) � 
2 
(L)pdim(L) ;the solution time is approximately exponential in the dimension of L.Example 2. A series of experiments on 
onvolution modular latti
e CVP's (with67 � N � 82) satisfyingNq � 1:96 and �1(t)pq � 0:896yielded a solution time log10(Time) � 0:083N � 7:5;where the time is measured in MIPS-years. (A MIPS-year is an approximateamount of 
omputation that a ma
hine 
apable of performing one million arith-meti
 instru
tions per se
ond would perform in one year, about 3�1013 arithmeti
instru
tions.) These values 
orrespond to taking target binary ve
tors (as de-s
ribed in Example 1) in whi
h ea
h half of the target ve
tor has approximately0:287N ones and 0:713N zeros. Extrapolating to the higher value N = 251 givesa sear
h time of approximately 2:1 � 1013 MIPS-years for target ve
tor halveshaving 72 ones and 179 zeros.



1163 Rotation Invarian
e of Convolution Modular Latti
esFor any ve
tor u = [u0; u1; : : : ; uN�1℄, de�ne the (right) rotation of u by�(u) = [uN�1; u0; u1; : : : ; uN�2℄:(In terms of the polynomial ring Z[X℄=(XN � 1) des
ribed in Remark 1, rightrotation is simply multipli
ation by X .) Applying � several times gives a k-foldrotation, whi
h we denote byu(k) = �k(u) = [uN�k; uN�k+1; : : : ; uN�k�1℄:An easy 
omputation using the de�nition of the 
onvolution produ
t shows that�(u � v) = u � �(v), and repeated appli
ation of this rule gives�k(u � v) = u � �k(v) for all k 2 Z:(Negative powers of � are de�ned as left rotations.)Let L(
; q) be a CML. Applying �k to the de�ning 
ongruen
e (1) for L(
; q)yields 
 � �k(u) � �k(v) (mod q);so we see that if [u;v℄ is in L(
; q), then every rotation [u(k);v(k)℄ is alsoin L(
; q).Note that the rotations of a ve
tor have the same length as the originalve
tor. In parti
ular, the SVP for a CML will have up to N di�erent solutions
orresponding to the N rotations of any one shortest ve
tor. Similarly, if thetarget ve
tor t 2 Rn for a CML CVP is rotation invariant (i.e., has all of its
oordinates the same), then the CVP will have up to N di�erent solutions, sin
eif w 2 L solves the CVP for t, then all of the rotations �k(w) 2 L will also solvethe CVP for t. See Example 1 for a typi
al situation where this o

urs.4 The Pattern Method for Convolution Modular Latti
esThe 
onvolution latti
es typi
ally used in 
ryptography [6{8℄ are 
onstru
ted to
ontain short binary (or trinary) ve
tors, whi
h means in parti
ular they tend to
ontain short ve
tors in whi
h many of the 
oordinates are equal to zero. Morepre
isely, they are 
onstru
ted by 
hoosing two short ve
tors a and b and takingthe latti
e L de�ned by b � u � a � v (mod q):(See Remark 3. The latti
e L is the 
onvolution modular latti
e L(
; q) with
 = a�1 � b (mod q).)In this situation, the �rst author [14, 15℄ suggested looking for ve
tors [u;v℄in L su
h that the �rst r 
oordinates of u (or v) are all zero. The hope, of
ourse, is that the generating ve
tor [a;b℄ 2 L has this property. If it does, then



117this method helps to eÆ
iently �nd it. More pre
isely, one multiplies the �rst r
olumns of the matrix for L by a large 
onstant �, whi
h has the e�e
t of biasinglatti
e redu
tion against nonzero 
oordinates in those 
olumns.It is further noted in [14, 15℄ that the method is more e�e
tive for 
onvolu-tion modular latti
es than for general latti
es be
ause of the rotation invarian
einherent in a 
onvolution modular latti
e. Thus for a CML it is not ne
essarythat a (or b) have its �rst r 
oordinates zero, it suÆ
es that the ve
tor 
ontainsa string of r 
onse
utive zeros somewhere in its list of 
oordinates. This is be-
ause L(
; q) also 
ontains all of the rotations [a(k);b(k)℄ of ea
h of its ve
tors,so if a (or b) 
ontains a run of r 
onse
utive zeros, then one of the rotationsof [a;b℄ will have the zero run in the 
orre
t position.More generally, as noted by the authors and others, rather than 
hoosing arun of r 
onse
utive zeros, one 
an 
hoose a random pattern of r 
oordinatesand hope that L 
ontains a short ve
tor with the 
hosen pattern of zeros. Andjust as before, sin
e the CML is rotation invariant, it suÆ
es that the generatingve
tors have some rotation 
ontaining the presele
ted pattern of zeros. Even moregenerally, one might 
hoose a pattern 
onsisting of both zero and nonzero entries.We will 
all this the CML Pattern Method. For simpli
ity, we will 
on
entratein this note on patterns of zeros, but see Remark 8 for some brief 
omments onthe more general situation.From a 
ryptographi
 viewpoint, it is 
learly better to 
hoose essentiallyrandom patterns. Thus if L(
; q) = L(a�1 �b; q) is being used for 
ryptography,then the person who 
reates the latti
e by 
hoosing [a;b℄ 
an easily thwart anyparti
ular pattern (e.g., long runs of zeros) by dis
arding a and b if they 
ontainthe 
hosen pattern.There is a se
ond, less obvious, reason why it is disadvantageous for an at-ta
ker to 
hoose a pattern 
onsisting of 
onse
utive zeros. The atta
ker \wins"if the pattern of 
oordinates that he 
hooses 
orresponds to zero 
oordinates inany one of the shifts a(k) of the unknown ve
tor a. Now it may happen that thereare a
tually two di�erent shifts a(k1) and a(k2) that win. This means that L(
; q)
ontains two di�erent target ve
tors. In pra
ti
e having two target ve
tors doesnot seem to help latti
e redu
tion very mu
h. (Indeed, underlying May's originalidea is taking the latti
e L(
; q), whi
h has N shortest ve
tors, and breaking thesymmetry until there is only one shortest ve
tor.) It turns out that multiplewinners are more likely to o

ur if the atta
ker 
hooses 
onse
utive 
oordinatesthan if he 
hooses random 
oordinates. Sin
e the atta
ker's goal is simply to
hoose a single winning set of 
oordinates, he does best if most winners are onlysingle winners. Thus by 
hoosing random 
oordinates, he will spread the winningentries more widely.We illustrate this last point with a small example. We take ve
tors of lengthN = 13 
ontaining d = 4 non-zero entries. There are 715 su
h ve
tors. We
onsider various patterns and for ea
h ve
tor a we 
ount how many times thatpattern appears in some 
y
li
 rotation of the 
oordinates of a. For example, if wetake the pattern h1; 2; 3; 4i, then we are 
ounting how many times there are 4 
on-se
utive zeros in a, while if we take h1; 3; 5; 8i, we are 
ounting how many times



118the ve
tor a 
ontains 
onse
utive 
oordinates of the form 0#0#0##0. (Notethat the 
oordinates of a wrap, so for example the ve
tor a = (0; 1; 0; 1; 1; 1; 0)
ontains the pattern h1; 2; 4i.) We write mk for the number of ve
tors in whi
hthe given pattern appears k times. In parti
ular, m0 is the number of ve
torswhi
h 
ontain no 
opies of the pattern. Thus in terms of guessing patterns, it isbest to havem0 as small as possible. Table 1 gives the results of this experiment.Pattern m0 m1 m2 m3 m4 m5h1; 2; 3; 4; 5i 260 195 130 78 39 13h1; 2; 6; 10; 12i 130 299 247 39 0 0h1; 2; 4; 7; 11i 117 338 208 52 0 0h1; 2; 3; 6; 10i 117 338 208 52 0 0h1; 2; 5; 8; 10i 78 377 247 13 0 0h1; 3; 5; 8; 9i 78 377 247 13 0 0Table 1. Multipli
ity of Patterns | (N; d) = (13; 4)Thus for ve
tors of length 13 
ontaining 4 nonzero entries, the probabilityof 
ontaining the pattern h1; 2; 3; 4; 5i, that is, the probability of 
ontaining �ve
onse
utive zeros, is (715� 260)=715 = 64%. This is reasonably high, but noti
ethat the probability of 
ontaining the pattern h1; 2; 4; 7; 11i is 84%, while theprobability of 
ontaining the pattern h1; 2; 5; 8; 10i is 89%. It seems likely that thepattern h1; 2; : : : ; ri always gives the lowest probability. It would be interestingto try to prove this.In 
on
lusion, it appears to be in the atta
ker's best interest either to 
hooserandom 
oordinates or to do a further analysis and determine patterns whi
hhave parti
ularly high probability of being su

essful. However, the disadvan-tage of 
hoosing a parti
ular pattern is that if the latti
e 
reator knows whi
hpattern(s) the atta
ker will use, he 
an always ensure that the shortest ve
torsin his latti
es do not 
ontain that pattern.Remark 6. It appears that there are some patterns that dis
ourage multiplewinners, just as a pattern of 
onse
utive zeros appears to en
ourage multiplewinner. More pre
isely, it seems that there are some patterns J with the propertythat if a(k) does not 
ontain J for some given k, then it is more likely that otherrotations will 
ontain J . It seems to be a diÆ
ult 
ombinatorial problem toeven quantify this pre
isely, and from a pra
ti
al perspe
tive, using randomlysele
ted patterns appears to give reasonable performan
e. We formulate somenatural questions and 
onje
tures whi
h we believe are of interest.{ Conje
ture. Among patterns of length r, the pattern J = [1; 2; : : : ; r℄ of
onse
utive zeros gives the fewest distin
t winners.{ Question. What is the average number of distin
t winners as J runs over allpatterns of length r?



119{ Question. What pattern (or patterns) J gives the maximum number of dis-tin
t winners?5 Balan
ing the Target in a Convolution Modular Latti
eLet L(
; q) be a CML that is 
onstru
ted by setting 
 � a�1 � b (mod q) withshort ve
tors a and b as des
ribed in Remark 3. If a and b have di�erent lengths,it may be easier to �nd them by using a balan
ed CML.Given 
, q and a real number �, the asso
iated �-balan
ed CML is the latti
egenerated by the rows of the following matrix:
L(
; q; �) = RowSpan0BBBBBBBBBBBB�

� 0 � � � 00 � � � � 0... ... . . . ...0 0 � � � � 
0 
1 � � � 
N�1
N�1 
0 � � � 
N�2... ... . . . ...
1 
2 � � � 
00 0 � � � 00 0 � � � 0... ... . . . ...0 0 � � � 0 q 0 � � � 00 q � � � 0... ... . . . ...0 0 � � � q
1CCCCCCCCCCCCAThe real number � is 
alled the balan
ing 
onstant. It is sele
ted to make latti
eredu
tion algorithms work more eÆ
iently.More pre
isely, latti
e redu
tion works best if we minimize the ratio betweenthe length of the shortest ve
tor and the length of the next shortest (indepen-dent) ve
tor. [For a CML, [u0;v0℄ is independent of [u;v℄ if it does not lie inthe subspa
e generated by [u;v℄ and all of its rotations.℄ The shortest ve
torin L(
; q; �) is probably the ve
tor [�a;b℄, while the Gaussian heuristi
 predi
tsthat the next shortest independent ve
tor has length approximatelyrdimL(
; q; �)2�e � Dis
(L(
; q; �))1= dimL(
;q;�) =rNq��e :Thus we want to 
hoose � to minimize the ratios�2kak2 + kbk2Nq�=�e :The optimal value is � = kbk=kak. Note that this equalizes the lengths of thetwo halves of the ve
tor [�a;b℄. Further, the fundamental ratio that in
uen
esthe diÆ
ulty of latti
e redu
tion is equal toLength of shortest ve
torLength of next independent ve
tor �s�2kak2 + kbk2Nq�=�e =s2�ekakkbkNq : (2)



120Remark 7. In pra
ti
e, one generally approximates the optimal value of � witha rational number �=� � � satisfying g
d(�; q) = g
d(�; q) = 1. The balan
edCML for the balan
ing 
onstant �=� is the set of solutions [u;v℄ 2 ZN to the
ongruen
e 
 � �u � �v (mod q):6 Probability of CML Pattern Su

essThe CML Pattern Method will not work unless the latti
e 
ontains a ve
torwith the sele
ted pattern. It is thus important to 
al
ulate the probability thata random ve
tor will 
ontain a given pattern. For example, among all binaryve
tors of dimension 251 
ontaining 72 ones, what is the probability that arandomly sele
ted ve
tor will 
ontain a parti
ular pattern of 17 zeros? As wehave seen in Se
tion 4, the exa
t probability will depend on the 
hosen pattern,but by making a 
ertain independen
e assumption we 
an obtain a reasonableapproximate formula. This estimate is given in the next result.Theorem 1. Fix positive integers N; d; r and a set of indi
es J = fj1; j2; : : : ; jrgwith 0 � j1 < j2 < � � � < jr < N . LetBN(d) = fbinary ve
tors of dimension N with exa
tly d onesg(a) Proba2BN(d)(aj1 = aj2 = � � � = ajr = 0) = �N�rd ��Nd � = d�1Yi=0 �1� rN � i� :(b) Proba2BN(d) aj1+k = aj2+k = � � � = ajr+k = 0for some 0 � k < N ! � 1� 1� d�1Yi=0 �1� rN � i�!N(The indi
es on a = [a0; a1; : : : ; aN�1℄ are taken modulo N .)Proof. (a) In order to 
reate a ve
tor a, we 
hoose d 
oordinates of a equal to 1,and the others will be 0. There are �Nd � ways to do this. If we spe
ify a parti
ularset of r 
oordinates that are required to be 0, then there are only �N�rd � possible
hoi
es for a. This proves the �rst formula for the probability of su

ess, and these
ond formula follows from a little bit of algebra.(b) For any parti
ular k, the probability of su

ess is given by the formulain (a). If we assume that the su

ess probabilities for di�erent values of k areindependent, then we 
an use the formulaProb(su

ess for some k) = 1� Prob(failure for every k)= 1� Y0�k<N Prob(failure for k)= 1� Y0�k<N�1� Prob(su

ess for k)�:



121Substituting in the formulas from (a) 
ompletes the proof of (b), assuming thatthe di�erent k events are independent. (See Se
tion 4 for a dis
ussion on theextent to whi
h the di�erent values of k give independent events. The pre
iseamount of independen
e depends on the parti
ular set of indi
es J .) utIn order to test the a

ura
y, on average, of Theorem 1, we performed exper-iments to 
ompute the probability that an r-pattern wins in BN (d). For ea
h rwe �xed a random ve
tor a 2 BN (d) and 
hoose 10,000 random patterns oflength r. The results, given in Table 2, show an ex
ellent mat
h between theoryand experiment.(N; d) = (167; 30) r 15 20 25 30 35 40 45Prob-Theory 0:999 0:913 0:533 0:204 0:063 0:017 0:004Prob-Exp 1:000 0:918 0:534 0:209 0:059 0:017 0:004(N; d) = (251; 72) r 5 10 15 20 25 30 35Prob-Theory 1:000 1:000 0:734 0:189 0:031 0:005 0:001Prob-Exp 1:000 1:000 0:731 0:188 0:032 0:004 0:001(N; d) = (347; 64) r 20 25 30 35 40 45 50Prob-Theory 0:995 0:823 0:432 0:166 0:056 0:017 0:005Prob-Exp 0:995 0:834 0:426 0:167 0:059 0:017 0:005Table 2. Probability that an r-pattern wins in BN (d)Remark 8. As noted in Se
tion 4, it may be advantageous to use patterns that
ontain nonzero entries, as well as zero entries. For example, suppose that a isa binary ve
tor of dimension N with d ones and N � d zeros, and suppose thatan atta
ker guesses a pattern of length r. The numbers N , d, and r are �xed,but we are free to spe
ify r1 ones and r0 zeros, where r1+ r0 = r. There are twoissues to 
onsider. First, it may be easier to guess a mixed pattern of ones andzeros. Se
ond, the length of the asso
iated CVP may be smaller using a mixedpattern. We brie
y 
onsider these two issues.First 
onsider the probability of guessing a 
orre
t pattern. If we take indi
esJ = fj1; : : : ; jr0g for the zeros and other indi
es L = f`1; : : : ; `r1g for the ones,then the probability in Theorem 1(a) be
omesProba2BN(d)� aj1 = aj2 = � � � = ajr0 = 0 anda`1 = a`2 = � � � = a`r1 = 1 � = �N � rd� r1��Nd� :The atta
ker wants to maximize this probability. In order to maximize the prob-ability of guessing 
orre
tly, he 
hooses a pattern of length r su
h that the



122di�eren
e of the number of zeros and the number of ones in the remaining N �rve
tor entries is minimal. Thus, the optimal 
hoi
e isr1 = r � (N � 2d)2 and r0 = r + (N � 2d)2 ; (3)but there is also the obvious restri
tion that r0 and r1 must be nonnegative. Inparti
ular, if d � N=2, then he should take r1 � r2 � r=2. On the other hand,if d and r are small, more pre
isely if r+2d � N , then the best that the atta
ker
an do is 
hoose r1 = 0 and r0 = r, i.e., he should 
hoose a pattern 
onsistingentirely of zeros.Next 
onsider the CVP that arises after a pattern has been 
orre
tly guessed.The fundamental length that appears in the asso
iated CVP (see Example 1) isproportional to r (d� r1)(N � d� r0)N � r ;so the atta
kers wants to 
hoose r0 and r1 (subje
t to r0 + r1 = r) to minimizethis quantity. But the 
hoi
e made in (3) maximizes this fun
tion. If the atta
kerwants to make the CVP easiest, then he 
hooses a pattern of length r su
hthat the di�eren
e between the number of zeros and the number of ones in theremaining N �r ve
tor entries is maximal. For example, if he 
an guess all zerosor all ones in his pattern, he obtains length zero in the asso
iated CVP.We will 
on
entrate in this note on maximizing the probability of guessing
orre
t patterns. It is an open question how to 
hoose an optimal pattern thattakes also the ve
tor length in the asso
iated CVP into a

ount.7 The Net Advantage of the CML Pattern MethodThe e�e
t of the CML Pattern Method is to redu
e the dimension of the sear
hlatti
e. More pre
isely, a 
orre
t r-fold pattern has the e�e
t of redu
ing thee�e
tive dimension from 2N to 2N � 2r. This 
an be quite signi�
ant, sin
e asexplained in Se
tion 2, the sear
h time is roughly exponential in N .However, one does not know, a priori, that the given latti
e has a ve
torwith the given pattern. So balan
ed against the gain from the redu
tion indimension is the loss from 
hoosing a pattern that has no 
han
e of working.Thus the e�e
tive gain in eÆ
ien
y is the probability of guessing a 
orre
t patternmultiplied by the redu
tion in sear
h time.Proposition 1. Let L = f(L; t)g be a 
olle
tion of pairs 
onsisting of a 
on-volution modular latti
e L and a CVP target ve
tor t. Suppose that there are
onstants � and � so that the time required to solve the CVP for ea
h (L; t) 2 Lis given by log10(Time) � �N + �:



123Then the gain in applying the CML Pattern Method with a random set of indi
esJ = hj1; j2; : : : ; jri is approximatelyGain = � Probability that the latti
e
ontains the pattern J of zeros� � � Time to solve CVPin the original latti
e�� Time to solve CVP inthe J-eliminated latti
e�� 0�1� 1� d�1Yi=0 �1� rN � i�!N1A 10�r (4)The optimal value of r and approximate 
orresponding gain may be deter-mined from the formula (4) on
e an experimental value of � is determined.Example 3. We use formula (4) to estimate the approximate gain in speed whenthe CML Pattern Method is applied to a latti
e of dimension N = 251 withshort ve
tors having d = 72. We use the value � = 0:083 from Example 2. Theresults are given in Table 3. We see that the optimal 
hoi
e of r = 15 gives aspeed gain of approximately 13.r 1 2 3 4 5 6 7 8 9 10Gain 1.21 1.47 1.77 2.15 2.60 3.15 3.81 4.61 5.58 6.76r 11 12 13 14 15 16 17 18 19 20Gain 8.16 9.71 11.22 12.36 12.90 12.79 12.14 11.12 9.92 8.66Table 3. Speed Gain for (N; d; �) = (251; 72; 0:083)
8 Parallelization of the CML Pattern MethodThe CML Pattern Method allows a partial parallelization of the CVP in 
on-volution modular latti
es. The basi
 idea is to have a large number of separatepro
essors ea
h 
hoose a possible pattern and attempt to solve CVP using thatpattern. The method is su

essful if any one ma
hine guesses a pattern thatappears in the solution ve
tor.In a typi
al situation, one has a 
ertain number of ma
hines available andone wants to 
hoose a value for r (the pattern length) in order to minimize theexpe
ted running time. An important observation is that for a �xed value of r,the gain from adding more and more ma
hines be
omes less and less. This isdue to the fa
t that it does not help the running time if more than one ma
hineguesses a valid pattern.We now quantify these remarks. LetT (r) = time to run if we guess a valid pattern of length r;P (r) = probability of guessing a valid pattern of length r:



124Using one ma
hine, the running time is more-or-less T (r)=P (r). Suppose weinstead use two ma
hines. If P (r) is small, the running time is approximatelyT (r)=2P (r), so we gain a fa
tor of 2. But if P (r) is large, say 50%, then we savemu
h less (on average), be
ause there is a good 
han
e that both ma
hines willguess right the �rst time, whi
h doesn't help.So suppose that we have K ma
hines, ea
h of whi
h tries to guess a patternof length r. Then the formula for the expe
ted running time is given by thefollowing 
omputation.TotalTime(K; r) = �total expe
ted running time using K ma
hinesand guessing patterns of length r �= T (r)probability that at least one ma
hine guesses 
orre
tly= T (r)1� probability that all ma
hines guess wrong= T (r)1� (1� P (r))KNoti
e that if P (r) is small (
ompared to 1=K), then we obtainTotalTime(K; r) � T (r)K � P (r) ;whi
h agrees with our intuition that using K ma
hines gives a K-fold speedup.And as K gets very large with r �xed, we �nd thatlimK!1TotalTime(K; r) = T (r);whi
h also makes sense, sin
e if there are a huge number of ma
hines, then atleast one of them will almost 
ertainly guess a valid pattern the �rst time.Hen
e given a

ess to K ma
hines, the optimal strategy is to 
hoose r so asthe minimize the running time fun
tionTotalTime(K; r) = T (r)1� (1� P (r))K : (5)Letting rK denote this optimal value of r, we see that as a fun
tion of thenumber of ma
hines K, the expe
ted running time is given by the fun
tionTotalTime(K; rK), a highly nonlinear fun
tion of K.In order to analyze parallelization more deeply, we thus need to know thefun
tions T (r) and P (r). The formula for P (r) is given in Theorem 1(b). Further,as noted in Se
tion 2, for 
ertain 
lasses of latti
es it appears that the runningtime is exponential in the dimension of the latti
e. Sin
e use of a pattern oflength r has the e�e
t of redu
ing the dimension by 2r (equivalently, redu
ingthe value of N by r), it is reasonable to take T (r) to have the formT (r) = 10�(N�r)+�
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ertain 
onstants � and � that are independent of r. However, we note thatthis negle
ts the fa
t that the length of the asso
iated CVP problem is alsoredu
ed (see Remark 8), so the following 
omputation is only a rough estimate.With this 
aveat, we 
onsider the rough approximationTotalTime(K; r) = T (r)1� (1� P (r))K � 10�(N�r)+�1� 1� d�1Yi=0 �1� rN � i�!KNand ask for the value rK of r that minimizes this fun
tion of K, treating �, �, d,and N as 
onstants. Then the gain obtained by using K pro
essors is approxi-mately Gain(K) = TotalTime(1; r1)TotalTime(K; rK) :It seems quite diÆ
ult to obtain a 
losed form for this expression. We haveestimated it numeri
ally for the parameters (N; d; �; �) = (251; 72; 0:083;�7:5)and list the results in Table 4. (The value of � does not a�e
t the gain.)K rK P (rK) K � P (rK) TotalTime(rK) Gain(K)1 15 0.734 0.73 1:6698 � 1012 1.0002 17 0.471 0.94 1:1607 � 1012 1.4393 18 0.357 1.07 9:4145 � 1011 1.7745 20 0.189 0.95 7:2489 � 1011 2.30310 21 0.135 1.35 5:0929 � 1011 3.27920 23 0.066 1.32 3:5717 � 1011 4.67550 26 0.021 1.07 2:2631 � 1011 7.37875 27 0.015 1.10 1:8491 � 1011 9.030100 27 0.015 1.46 1:6044 � 1011 10.408150 28 0.010 1.49 1:3151 � 1011 12.697200 29 0.007 1.35 1:1376 � 1011 14.678300 30 0.005 1.37 9:3382 � 1010 17.881Table 4. Gain Using K Pro
essors|(N; d; �; �) = (251; 72; 0:083;�7:5)The numbers in Table 4 are puzzling at �rst, sin
e as noted above, if P (r) issmall, then we expe
t the gain to be approximately K. However, this will onlybe true if 1� �1� P (r)�K � KP (r); (6)so in parti
ular P (r) must be 
onsiderably smaller than 1=K. But in Table 4, theoptimal 
hoi
e of P (r) is approximately equal to 1=K, so the approximation (6)is not at all a

urate.
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