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Introduction

The theory of lattices provides a tempting source of hard problems for crypto-
graphy, because the linearity of lattice operations offers speed advantages over
cryptosystems based on other known hard problems. Two proposed cryptosys-
tems based on (approximate) shortest and closest vector problems are GGH [4]
and NTRU [6]. Unfortunately (for cryptographers), current lattice reduction
methods such as LLL and its variants [11-13,18,19] are quite effective at find-
ing short vectors in lattices of moderate dimension. This renders the GGH cryp-
tosystem impractical [17], since its public keys consist of a full basis for the
lattice, so the key size is proportional to the square of the lattice dimension.

The NTRU public key cryptosystem [6] and the related NSS signature scheme
[7,8] overcome this difficulty by using a class of lattices in which an entire ba-
sis can be specified by a single vector. These convolution modular lattices are
defined using convolution products and reduction modulo ¢, and the resulting
cryptosystems have key size that is proportional to n log g for a lattice of dimen-
sion n.

Convolution modular lattices have a cyclic structure that makes them nice
to use in cryptography, but that same structure is a potential liability, since it
offers an additional avenue for solving the underlying hard lattice problem. In
this note we explore a method, originally proposed by the first author [14, 15],
that exploits the cyclic structure in order to decrease the dimension of the un-
derlying lattice. Since the solution time is roughly proportional to the dimension
of the lattice, this offers the possibility of significant savings; and indeed in low
dimensions, the method is fairly effective. However, in higher dimensions such
as those used in commercial implementations of NTRU [9], the speedup does
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not significantly affect basic security estimates. We also find that although the
dimension reduction method can be parallelized, the effect is not linear in the
number of processors.

1 Convolution Products and Convolution Modular
Lattices

The convolution product of two vectors
u:[uo,ul,...,uN_l]eZN and vz[vo,vl,...,vN_l]eZN

is the vector w = [wg, w1, ... ,wn_1] = u* v whose kth coordinate is given by
the formula

W = UV + U1Vg—1 + *+* + ULV + Up41UN=1 + "+ + UN_1Vk41

= E Uivy.

i+j=k (mod N)

Convolution product makes the lattice Z*V into a ring. In a similar manner, if
we start with vectors whose coordinates are in the finite field F,, then convolution
product makes the vector space ]Fév into a ring, and reduction modulo ¢ gives
a natural ring homomorphism Z~ — FY . In this note we will study certain
sublattices of Z~ that are defined by convolution congruences.

Remark 1. An alternative description of the convolution ring Z® is the poly-
nomial quotient ring Z[X]/(X™ — 1). Under this isomorphism, the vector v is
identified with the polynomial vg+v; X +vs X2 4+ -+on_1 XV~ We will mainly
use the vector description, but it is sometimes useful to deal with polynomials,
especially when discussing the mod ¢ multiplicative inverse of a vector.

Let ¢ > 1 be an integer, which we will call the modulus, and let ¢ € Z
be a fixed vector. The collection of pairs of vectors [u,v] € Z2V satisfying the
congruence

cxu=v (mod q) (1)

forms a lattice in Z2". We denote this lattice by L(c,¢) and call it the Convo-
lution Modular Lattice (CML) associated to ¢ and ¢. It is clear that L(c,q) is a
lattice of dimension 2N, since directly from (1) we see that L(c, ¢) is a subgroup
of Z*N and satisfies

qZ*N c L(c,q) c 72V,

Using the formula for the convolution product, the lattice L(c,q) may be
described very explicitly as the lattice spanned by the rows of the following
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matrix:
10---0 o €L CN_1
0 1 - 0 |enoyco- " CN—3
_ _ 0 0---1 C1 Co - - - Co
L = L(c,q) = RowSpan 000 p 0
0 0 0 0 ¢ 0
00--0 0 0--- ¢

Remark 2. The N-by-N upper righthand block of the matrix for L(c,q) is the
circulant matrix of the sequence [¢cg, ¢1, ... ,en—1]. For this reason an alternative
name for L(c,q) might be Circulant Modular Lattice.

Remark 3. In typical cryptographic applications such as NTRU and NSS [6-
8], convolution modular lattices are constructed to contain a particular short
vector [a,b]. For example, a and b might be chosen from the set of binary
(or trinary) vectors with a specified number of ones (and negative ones). The
corresponding CML is given by the solutions [u, v] to the congruence

bxu=axv (mod q).
Equivalently, it is the lattice L(c, q) with
c=alxb (mod q).

The public information is the generating vector ¢, and the secret information
used as a trapdoor is the short vector [a, b].

2 The Shortest Vector Problem and the Closest Vector
Problem in Convolution Modular Lattices

Two classical and much-studied problems in the theory of lattices are the short-
est vector problem (SVP) and the closest vector problem (CVP). These are,
respectively, the problem of finding a shortest nonzero vector in L and the prob-
lem of finding a vector in L that is closest to a given target vector t not lying
in L. An overview of the theoretical study of these problems may be found in [3].
The practical problem of solving SVP and CVP has also attracted considerable
attention. The LLL algorithm [13] and its improvements and variants (e.g., [11,
12,18,19]) provide a practical method for finding moderately short and moder-
ately close vectors, but the computation of shortest and closest vectors remains
very difficult from both a theoretical [1,16] and a practical perspective [2].

The standard notation for the length of a shortest nonzero vector in a lattice L
is

M =X (L) =min {||v|]: v € L, v #0}.
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If t is any vector, we use a similar notation
A(t) =X (t,L) =min {|[t —v| : v € L}

to denote the distance from t to a closest vector in L.

In terms of theoretical complexity theory, CVP may be a little harder to solve
than SVP (but see [5]). However, for most problems there appears to be very
little difference in practice. More precisely, if (L, t) is an n-dimensional CVP to
be solved, then one forms the (n + 1)-dimensional lattice

L'={(v,0):veL}+{k(tc) keZlc R+,

For an appropriately chosen value of ¢, a shortest nonzero vector in L' will often
have the form (u,¢), and then it is likely that the vector t — u (which is in L)
will be a closest vector to t. See, e.g., [4,17] for further details.

Ezxample 1. Typical convolution modular lattices used in cryptography will con-
tain short (probably shortest) vectors w = [u,v] that are binary or trinary of
known form. For ease of exposition, we will consider the case of binary vectors,
the trinary case being similar. For example, if we let

Bn(d) = {binary vectors with d ones and N — d zeros},

then an adversary may know that L(c,q) contains a vector w = [u, v] satisfying
u,v € By(d). His objective is to find this vector (or one of its rotations, see
Section 3).

The most straightforward approach is to solve SVP. The vector w has length
|lw|| = v/2d, so if w is a smallest vector than solving SVP will find w. However,
it will generally be easier to solve CVP with target vector

(4 d4d 4
- N:N:Na"':N s

since the distance from t to w satisfies

- wij = 222D < vad = w].

More generally, the two halves of the shortest vector may have unequal sizes,
say u € Byn(dy) and v € By(dy). In this case the lattice should be balanced
before formulating the appropriate CVP. For ease of exposition, we will restrict
attention in this note to the case that ||ul| = ||v]|, but see Section 5 for a brief
discussion of the balancing process.

Extensive experiments with convolution modular lattices using NTL’s imple-
mentation [10] of current lattice reduction methods have yielded the following
result.

Heuristic 1 Let £ = {(L,t)} be a collection of pairs consisting of a convolution
modular lattice L and a CVP target vector t, and suppose that the collection has
the following properties:
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1. The ratio N/q is (approzimately) constant for the lattices in L.
2. The ratio i (t)/\/q is (approzimately) constant for the lattices in L.

3. Ay (t) is significantly smaller than \/Nq/me, say by at least a factor of 2.

Then there are positive constants o and 3 so that the time required to solve the
CVP for every (L,t) in L is given by

log,o(Time) ~ aN + §.

In other words, the time to solve CVP is exponential in the dimension of the
lattice.

Remark 4. The key conditions in Heuristic 1 are conditions (1) and (2) requiring
that N/q and A (t)/,/q be held approximately constant. Condition (3) is less
important, it simply says that the lattice contains a vector that is significantly
closer to t than would have been predicted by the Gaussian heuristic. More pre-
cisely, the Gaussian heuristic suggests that a (random) lattice L of dimension n
and discriminant D will generally have few vectors that are significantly closer

than the Gauss constant
v =~(L) = D'/"\/n/2me

to a given vector t. See [6] or [9, Annex A.3.5] for further details of this obser-
vation.

Remark 5. We can rephrase Heuristic 1 more intrinsically without direct ref-
erence to convolution modular lattices, although we do not know whether it
holds for more general lattices. The Gaussian heuristic says that in a “random”
lattice L, SVP and CVP have solutions of size approximately (L). Then the
heuristic says that in a collection of (CML) lattices and target vectors satisfying

(L) - v(L)
dlm(L) ~ C1 and )\1 (t) ~ Cgm,

the solution time is approximately exponential in the dimension of L.

Ezample 2. A series of experiments on convolution modular lattice CVP’s (with
67 < N < 82) satisfying

M(t)

% ~ 1.96 and =~ 0.896

yielded a solution time
log,o(Time) ~ 0.083N — 7.5,

where the time is measured in MIPS-years. (A MIPS-year is an approximate
amount of computation that a machine capable of performing one million arith-
metic instructions per second would perform in one year, about 3-10'3 arithmetic
instructions.) These values correspond to taking target binary vectors (as de-
scribed in Example 1) in which each half of the target vector has approximately
0.287N ones and 0.713N zeros. Extrapolating to the higher value N = 251 gives
a search time of approximately 2.1 - 10! MIPS-years for target vector halves
having 72 ones and 179 zeros.
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3 Rotation Invariance of Convolution Modular Lattices
For any vector u = [ug,u1, ... ,un—_1], define the (right) rotation of u by

p(ll) = [UN—l,UO,Ul,-. . :uN—Q]-

(In terms of the polynomial ring Z[X]/(X® — 1) described in Remark 1, right
rotation is simply multiplication by X.) Applying p several times gives a k-fold
rotation, which we denote by

u®) = p*(u) = [un -k, UN kg1, UN 1]

An easy computation using the definition of the convolution product shows that
p(uxv) =uxp(v), and repeated application of this rule gives

pP(uxv) =uxpf(v) forall k € Z.

(Negative powers of p are defined as left rotations.)
Let L(c,q) be a CML. Applying p* to the defining congruence (1) for L(c, q)
yields
cxpF(u) = pF(v) (mod q),

so we see that if [u,v] is in L(c,q), then every rotation [u® v(¥] is also
in L(c, q).

Note that the rotations of a vector have the same length as the original
vector. In particular, the SVP for a CML will have up to N different solutions
corresponding to the N rotations of any one shortest vector. Similarly, if the
target vector t € R” for a CML CVP is rotation invariant (i.e., has all of its
coordinates the same), then the CVP will have up to N different solutions, since
if w € L solves the CVP for t, then all of the rotations p*(w) € L will also solve
the CVP for t. See Example 1 for a typical situation where this occurs.

4 The Pattern Method for Convolution Modular Lattices

The convolution lattices typically used in cryptography [6-8] are constructed to
contain short binary (or trinary) vectors, which means in particular they tend to
contain short vectors in which many of the coordinates are equal to zero. More
precisely, they are constructed by choosing two short vectors a and b and taking
the lattice L defined by

bxu=axv (mod q).

(See Remark 3. The lattice L is the convolution modular lattice L(c,q) with
c=alt%b (modq).)

In this situation, the first author [14, 15] suggested looking for vectors [u, v]
in L such that the first r coordinates of u (or v) are all zero. The hope, of
course, is that the generating vector [a, b] € L has this property. If it does, then
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this method helps to efficiently find it. More precisely, one multiplies the first r
columns of the matrix for L by a large constant 6, which has the effect of biasing
lattice reduction against nonzero coordinates in those columns.

It is further noted in [14,15] that the method is more effective for convolu-
tion modular lattices than for general lattices because of the rotation invariance
inherent in a convolution modular lattice. Thus for a CML it is not necessary
that a (or b) have its first 7 coordinates zero, it suffices that the vector contains
a string of r consecutive zeros somewhere in its list of coordinates. This is be-
cause L(c,q) also contains all of the rotations [a(*), b(¥)] of each of its vectors,
so if a (or b) contains a run of r consecutive zeros, then one of the rotations
of [a, b] will have the zero run in the correct position.

More generally, as noted by the authors and others, rather than choosing a
run of r consecutive zeros, one can choose a random pattern of r coordinates
and hope that L contains a short vector with the chosen pattern of zeros. And
just as before, since the CML is rotation invariant, it suffices that the generating
vectors have some rotation containing the preselected pattern of zeros. Even more
generally, one might choose a pattern consisting of both zero and nonzero entries.
We will call this the CML Pattern Method. For simplicity, we will concentrate
in this note on patterns of zeros, but see Remark 8 for some brief comments on
the more general situation.

From a cryptographic viewpoint, it is clearly better to choose essentially
random patterns. Thus if L(c,q) = L(a~! * b, q) is being used for cryptography,
then the person who creates the lattice by choosing [a, b] can easily thwart any
particular pattern (e.g., long runs of zeros) by discarding a and b if they contain
the chosen pattern.

There is a second, less obvious, reason why it is disadvantageous for an at-
tacker to choose a pattern consisting of consecutive zeros. The attacker “wins”
if the pattern of coordinates that he chooses corresponds to zero coordinates in
any one of the shifts a*) of the unknown vector a. Now it may happen that there
are actually two different shifts a(*1) and a(*2) that win. This means that L(c,q)
contains two different target vectors. In practice having two target vectors does
not seem to help lattice reduction very much. (Indeed, underlying May’s original
idea is taking the lattice L(c, q), which has N shortest vectors, and breaking the
symmetry until there is only one shortest vector.) It turns out that multiple
winners are more likely to occur if the attacker chooses consecutive coordinates
than if he chooses random coordinates. Since the attacker’s goal is simply to
choose a single winning set of coordinates, he does best if most winners are only
single winners. Thus by choosing random coordinates, he will spread the winning
entries more widely.

We illustrate this last point with a small example. We take vectors of length
N = 13 containing d = 4 non-zero entries. There are 715 such vectors. We
consider various patterns and for each vector a we count how many times that
pattern appears in some cyclic rotation of the coordinates of a. For example, if we
take the pattern (1, 2, 3, 4), then we are counting how many times there are 4 con-
secutive zeros in a, while if we take (1,3,5,8), we are counting how many times
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the vector a contains consecutive coordinates of the form 0#0#0##0. (Note
that the coordinates of a wrap, so for example the vector a = (0,1,0,1,1,1,0)
contains the pattern (1,2,4).) We write my, for the number of vectors in which
the given pattern appears k times. In particular, mg is the number of vectors
which contain no copies of the pattern. Thus in terms of guessing patterns, it is
best to have mg as small as possible. Table 1 gives the results of this experiment.

Pattern mo mi mo ms3 my ms
(1,2,3,4,5) 260 | 195 | 130 78 39 13
(1,2,6,10,12) 130 | 299 | 247 39 0 0
(1,2,4,7,11) 117 | 338 | 208 52 0 0
(1,2,3,6,10) 117 | 338 | 208 52 0 0
(1,2,5,8,10) 78 377 | 247 13 0 0
(1,3,5,8,9) 78 377 | 247 13 0 0

Table 1. Multiplicity of Patterns — (N, d) = (13,4)

Thus for vectors of length 13 containing 4 nonzero entries, the probability
of containing the pattern (1,2, 3,4,5), that is, the probability of containing five
consecutive zeros, is (715 — 260)/715 = 64%. This is reasonably high, but notice
that the probability of containing the pattern (1,2,4,7,11) is 84%, while the
probability of containing the pattern (1,2,5,8,10) is 89%. It seems likely that the
pattern (1,2,...,r) always gives the lowest probability. It would be interesting
to try to prove this.

In conclusion, it appears to be in the attacker’s best interest either to choose
random coordinates or to do a further analysis and determine patterns which
have particularly high probability of being successful. However, the disadvan-
tage of choosing a particular pattern is that if the lattice creator knows which
pattern(s) the attacker will use, he can always ensure that the shortest vectors
in his lattices do not contain that pattern.

Remark 6. It appears that there are some patterns that discourage multiple
winners, just as a pattern of consecutive zeros appears to encourage multiple
winner. More precisely, it seems that there are some patterns J with the property
that if a*) does not contain J for some given k, then it is more likely that other
rotations will contain J. It seems to be a difficult combinatorial problem to
even quantify this precisely, and from a practical perspective, using randomly
selected patterns appears to give reasonable performance. We formulate some
natural questions and conjectures which we believe are of interest.

— Conjecture. Among patterns of length r, the pattern J = [1,2,...,r] of
consecutive zeros gives the fewest distinct winners.

— Question. What is the average number of distinct winners as J runs over all
patterns of length r?
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— Question. What pattern (or patterns) J gives the maximum number of dis-
tinct winners?

5 Balancing the Target in a Convolution Modular Lattice

Let L(c,q) be a CML that is constructed by setting ¢ = a~! * b (mod ¢) with
short vectors a and b as described in Remark 3. If a and b have different lengths,
it may be easier to find them by using a balanced CML.

Given c, g and a real number A, the associated A-balanced CML is the lattice
generated by the rows of the following matrix:

A0 0| co c1--enaa
0 >\ e 0 CN—1Co """ CN—2
_ 0 0 - A Cci Co --- Co
L(c,q,A) = RowSpan 000 . 0 0
0 0---0 0 ¢ 0
00---0 0 0--- ¢

The real number X is called the balancing constant. It is selected to make lattice
reduction algorithms work more efficiently.

More precisely, lattice reduction works best if we minimize the ratio between
the length of the shortest vector and the length of the next shortest (indepen-
dent) vector. [For a CML, [u’,v'] is independent of [u,v] if it does not lie in
the subspace generated by [u,v] and all of its rotations.] The shortest vector
in L(c,q, ) is probably the vector [Aa, b], while the Gaussian heuristic predicts

that the next shortest independent vector has length approximately

dim L(Caq; >\) . DiSC(L(C’q, A))l/dimL(c,q,)\) _ Nq>\

2me e

Thus we want to choose A to minimize the ratio

A?[lall* + [[b]?
Ng\/me

The optimal value is A = ||b]|/||al|. Note that this equalizes the lengths of the
two halves of the vector [Aa, b]. Further, the fundamental ratio that influences
the difficulty of lattice reduction is equal to

(2)

Length of shortest vector N \/)\2||a||2 +[|b|]2 \/27T€||a||||b||

Length of next independent vector - Ng\/me N Ngq
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Remark 7. In practice, one generally approximates the optimal value of A with
a rational number a/f8 &~ X satisfying ged(a, q) = ged(8,q) = 1. The balanced
CML for the balancing constant a/f is the set of solutions [u,v] € Z¥ to the
congruence

cxfu=av (mod q).

6 Probability of CML Pattern Success

The CML Pattern Method will not work unless the lattice contains a vector
with the selected pattern. It is thus important to calculate the probability that
a random vector will contain a given pattern. For example, among all binary
vectors of dimension 251 containing 72 ones, what is the probability that a
randomly selected vector will contain a particular pattern of 17 zeros? As we
have seen in Section 4, the exact probability will depend on the chosen pattern,
but by making a certain independence assumption we can obtain a reasonable
approximate formula. This estimate is given in the next result.

Theorem 1. Fiz positive integers N, d,r and a set of indices J = {j1,jo, ... ,jr}
with 0 < j1 < jo < -+ < jp < N. Let

By (d) = {binary vectors of dimension N with exactly d ones}

(a)

aelgg(d) aJ1_a]2_ _a]r_ - (];f) _izo N — .

(b)

N

d—1
Prop [ Witk T Wtk = =0k =0 1—H(1— : )
acBn(d) for some 0 <k <N N —i

i=0
(The indices on a = [ag, a1, ... ,an—1] are taken modulo N.)

Proof. (a) In order to create a vector a, we choose d coordinates of a equal to 1,

and the others will be 0. There are (g) ways to do this. If we specify a particular

set of r coordinates that are required to be 0, then there are only (N;r) possible
choices for a. This proves the first formula for the probability of success, and the
second formula follows from a little bit of algebra.

(b) For any particular k, the probability of success is given by the formula
in (a). If we assume that the success probabilities for different values of k are
independent, then we can use the formula

Prob(success for some k) = 1 — Prob(failure for every k)
=1- H Prob(failure for k)
0<k<N

=1- H (1 — Prob(success for k)).
0<k<N
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Substituting in the formulas from (a) completes the proof of (b), assuming that
the different k events are independent. (See Section 4 for a discussion on the
extent to which the different values of k give independent events. The precise
amount of independence depends on the particular set of indices J.) O

In order to test the accuracy, on average, of Theorem 1, we performed exper-
iments to compute the probability that an r-pattern wins in By (d). For each r
we fixed a random vector a € By(d) and choose 10,000 random patterns of
length r. The results, given in Table 2, show an excellent match between theory
and experiment.

(N, d) = (167, 30) r 1520 [ 25 | 30 | 35 | 40 | 45
Prob-Theory|0.999[0.913 [0.533]0.2040.063]0.017[0.004
Prob-Exp [1.000|0.918{0.534[0.209{0.0590.017 |0.004

(N, d) = (251, 72) r 5 | 10 | 15 | 20 | 25 | 30 | 35
Prob-Theory|1.000|1.000]0.734[0.189]0.031[0.005 |0.001
Prob-Exp [1.000]1.000[0.7310.188]0.032[0.004]0.001

(N, d) = (347, 64) r 20 | 25 [ 30 | 35 | 40 | 45 | 50
Prob-Theory|0.995 [0.8230.432{0.1660.056]0.017[0.005

Prob-Exp [0.995|0.834|0.426|0.167(0.059]0.017(0.005
Table 2. Probability that an r-pattern wins in By (d)

Remark 8. As noted in Section 4, it may be advantageous to use patterns that
contain nonzero entries, as well as zero entries. For example, suppose that a is
a binary vector of dimension NV with d ones and N — d zeros, and suppose that
an attacker guesses a pattern of length r. The numbers N, d, and r are fixed,
but we are free to specify r; ones and rq zeros, where r{ +ry = r. There are two
issues to consider. First, it may be easier to guess a mixed pattern of ones and
zeros. Second, the length of the associated CVP may be smaller using a mixed
pattern. We briefly consider these two issues.

First consider the probability of guessing a correct pattern. If we take indices
J={j1,... ,jry } for the zeros and other indices L = {¢,... ,£,, } for the ones,
then the probability in Theorem 1(a) becomes

(i-n)
Oand) _ \d—r1/
1 - N :

(1)
The attacker wants to maximize this probability. In order to maximize the prob-
ability of guessing correctly, he chooses a pattern of length r such that the

Prob ajl f a’j2 f e f ajro
acBn(d) Qe = Ay =00 = Ay,
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difference of the number of zeros and the number of ones in the remaining N —r
vector entries is minimal. Thus, the optimal choice is

r— (N — 2d)
2

ry = and ro = r+iiv-2d) (A; — 2d)7 (3)
but there is also the obvious restriction that ry and r; must be nonnegative. In
particular, if d & N/2, then he should take ry = ry & r/2. On the other hand,
if d and r are small, more precisely if r +2d < N, then the best that the attacker
can do is choose r; = 0 and rg = r, i.e., he should choose a pattern consisting
entirely of zeros.

Next consider the CVP that arises after a pattern has been correctly guessed.
The fundamental length that appears in the associated CVP (see Example 1) is
proportional to

\/(d - rl)]E]N_— d— o)

so the attackers wants to choose r¢g and r1 (subject to 7 + 71 = r) to minimize
this quantity. But the choice made in (3) maximizes this function. If the attacker
wants to make the CVP easiest, then he chooses a pattern of length r such
that the difference between the number of zeros and the number of ones in the
remaining N — r vector entries is maximal. For example, if he can guess all zeros
or all ones in his pattern, he obtains length zero in the associated CVP.

We will concentrate in this note on maximizing the probability of guessing
correct patterns. It is an open question how to choose an optimal pattern that
takes also the vector length in the associated CVP into account.

7 The Net Advantage of the CML Pattern Method

The effect of the CML Pattern Method is to reduce the dimension of the search
lattice. More precisely, a correct r-fold pattern has the effect of reducing the
effective dimension from 2N to 2N — 2r. This can be quite significant, since as
explained in Section 2, the search time is roughly exponential in N.

However, one does not know, a priori, that the given lattice has a vector
with the given pattern. So balanced against the gain from the reduction in
dimension is the loss from choosing a pattern that has no chance of working.
Thus the effective gain in efficiency is the probability of guessing a correct pattern
multiplied by the reduction in search time.

Proposition 1. Let £ = {(L,t)} be a collection of pairs consisting of a con-
volution modular lattice L and a CVP target vector t. Suppose that there are
constants a and 8 so that the time required to solve the CVP for each (L,t) € L
is given by

log,(Time) &~ aN + 3.
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Then the gain in applying the CML Pattern Method with a random set of indices
J = {j1,j2,-.. ,jr) is approzimately

( Time to solve CVP )
Gain — ( Probability that the lattice ) __\in the original lattice

contains the pattern J of zeros ( Time to solve CVP m)

the J-eliminated lattice

i1 N
~ 1—(1—H<1—NT_Z,>> 100" (4)

i=0

The optimal value of r and approximate corresponding gain may be deter-
mined from the formula (4) once an experimental value of « is determined.

Ezample 3. We use formula (4) to estimate the approximate gain in speed when
the CML Pattern Method is applied to a lattice of dimension N = 251 with
short vectors having d = 72. We use the value o = 0.083 from Example 2. The
results are given in Table 3. We see that the optimal choice of r = 15 gives a
speed gain of approximately 13.

T 1] 2 3 4 5 6 7 8 9 |10
Gain|1.21]1.47| 1.77 | 2.15 | 2.60 | 3.15 | 3.81 | 4.61 |5.58(6.76

r |11 12| 13 14 | 15 16 | 17 | 18 |19 | 20
Gain|8.16|9.71|11.22|12.36{12.90|12.79(12.14{11.12|9.92|8.66
Table 3. Speed Gain for (N,d,a) = (251,72,0.083)

8 Parallelization of the CML Pattern Method

The CML Pattern Method allows a partial parallelization of the CVP in con-
volution modular lattices. The basic idea is to have a large number of separate
processors each choose a possible pattern and attempt to solve CVP using that
pattern. The method is successful if any one machine guesses a pattern that
appears in the solution vector.

In a typical situation, one has a certain number of machines available and
one wants to choose a value for r (the pattern length) in order to minimize the
expected running time. An important observation is that for a fixed value of r,
the gain from adding more and more machines becomes less and less. This is
due to the fact that it does not help the running time if more than one machine
guesses a valid pattern.

We now quantify these remarks. Let

T(r) = time to run if we guess a valid pattern of length r,
P(r) = probability of guessing a valid pattern of length .
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Using one machine, the running time is more-or-less T'(r)/P(r). Suppose we
instead use two machines. If P(r) is small, the running time is approximately
T(r)/2P(r), so we gain a factor of 2. But if P(r) is large, say 50%, then we save
much less (on average), because there is a good chance that both machines will
guess right the first time, which doesn’t help.

So suppose that we have K machines, each of which tries to guess a pattern
of length r. Then the formula for the expected running time is given by the
following computation.

. __ (total expected running time using K machines
TotalTime(K, r) = ( and guessing patterns of length r )

T(r)
 probability that at least one machine guesses correctly
_ T(r)
1 — probability that all machines guess wrong
_ T(r)
S 1-(1-P)*

Notice that if P(r) is small (compared to 1/K), then we obtain

T
Total Time(K, r) ~ %%,
which agrees with our intuition that using K machines gives a K-fold speedup.
And as K gets very large with r fixed, we find that

lim TotalTime(K,r) = T(r),
K—o00

which also makes sense, since if there are a huge number of machines, then at
least one of them will almost certainly guess a valid pattern the first time.
Hence given access to K machines, the optimal strategy is to choose r so as
the minimize the running time function
T(r)

TotalTime(K,T) = w (5)

Letting rx denote this optimal value of r, we see that as a function of the
number of machines K, the expected running time is given by the function
TotalTime(K, rx), a highly nonlinear function of K.

In order to analyze parallelization more deeply, we thus need to know the
functions T'(r) and P(r). The formula for P(r) is given in Theorem 1(b). Further,
as noted in Section 2, for certain classes of lattices it appears that the running
time is exponential in the dimension of the lattice. Since use of a pattern of
length r has the effect of reducing the dimension by 2r (equivalently, reducing
the value of N by r), it is reasonable to take T'(r) to have the form

T(r) = 102N=")+5
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for certain constants a and 3 that are independent of r. However, we note that

this neglects the fact that the length of the associated CVP problem is also

reduced (see Remark 8), so the following computation is only a rough estimate.
With this caveat, we consider the rough approximation

. T(r 10a(N—r)+B
Total Time(K,r) = —a —(_I)D(’I“))K ~ 1 KN
r
1-(1-T] (1-
(T (-5))

and ask for the value rg of r that minimizes this function of K, treating «, 3, d,
and N as constants. Then the gain obtained by using K processors is approxi-
mately
TotalTime(1, r
Gain(K) = : (L)
TotalTime(K, k)
It seems quite difficult to obtain a closed form for this expression. We have

estimated it numerically for the parameters (N, d,a, ) = (251,72,0.083, —7.5)
and list the results in Table 4. (The value of 8 does not affect the gain.)

| K | rx | P(rg) | K-P(rg) | TotalTime(rx) | Gain(K) |
1 15 0.734 0.73 1.6698 - 10™? 1.000
2 17 0.471 0.94 1.1607 - 10™2 1.439
3 18 0.357 1.07 0.4145 - 107 1.774
5 20 0.189 0.95 7.2489 - 10™! 2.303
10 21 0.135 1.35 5.0929 - 10" 3.279
20 23 0.066 1.32 3.5717 - 10! 4.675
50 26 0.021 1.07 2.2631 - 10! 7.378
75 27 0.015 1.10 1.8491 - 10! 9.030
100 27 0.015 1.46 1.6044 - 10! 10.408
150 28 0.010 1.49 1.3151 - 10! 12.697
200 29 0.007 1.35 1.1376 - 10™T 14.678
300 30 0.005 1.37 0.3382 - 10'° 17.881

Table 4. Gain Using K Processors—(N, d, «, 8) = (251,72,0.083, —7.5)

The numbers in Table 4 are puzzling at first, since as noted above, if P(r) is
small, then we expect the gain to be approximately K. However, this will only
be true if

1-(1-P@)" ~ KP(r), (6)

so in particular P(r) must be considerably smaller than 1/K. But in Table 4, the
optimal choice of P(r) is approximately equal to 1/K, so the approximation (6)
is not at all accurate.
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