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ien
eUniversity of Paderborn33095 Paderborn, Germanyfbloemer,alexxg�uni-paderborn.deAbstra
t. We present data stru
tures for 
omplement 
overing with intervals and theirappli
ation for digital identity revo
ation. We give lower bounds showing the stru
tures tobe nearly optimal. Our method improves upon the s
hemes proposed by S. Mi
ali [5, 6℄ andAiello, Lodha, Ostrovsky [1℄ by redu
ing the 
ommuni
ation between a Certi�
ate Authorityand publi
 dire
tories while keeping the number of tokens per user in the publi
 key 
erti�
atesmall.1 Introdu
tionDigital identities play an essential role in many 
ryptographi
 appli
ations. Infrastru
turesfor digital identities are built by means of publi
-key 
ryptography and Certi�
ation Au-thorities. The s
hemes di�er in how digital identities 
an 
he
ked to be valid and how theidentities 
an be revoked.A digital identity is validated by a 
erti�
ate issued by a Certi�
ation Authority (CA).The CA initially uses a publi
 key generation pro
ess to 
reate a publi
 key/se
ret key pair.The publi
 key together with a �ngerprint is published. A user u who wants to establishhis own digital identity 
reates a new publi
 key/se
ret key pair and sends the publi
key together with identifying information to the CA. The Certi�
ate Authority 
he
ks u'sidentity to ensure that the user is really the person he/she 
laims to be. After that, the CAsigns with its se
ret key a 
erti�
ate 
ontaining u's publi
 key, the identifying informationand an expiration date of this 
erti�
ation. Hen
e, anyone is able to 
he
k the 
erti�
ateissued by the CA with the CA's publi
 key. For a

epting u's publi
 key, one must nottrust the user u himself but the CA. To establish higher levels of trust, one 
an use ahierar
hy of CAs.A digital identity is valid as long as its 
erti�
ate has not expired. In 
ontrast to this,we must also have a mean for revoking users. Assume u's identity is stolen or 
ompro-mised before the 
erti�
ate expiration date. The thief 
an sign arbitrary messages with u'sse
ret key. Hen
e, as in the 
ase of 
redit 
ards, one must establish an immediate identityrevo
ation.There are many solutions proposed in literature how to revoke digital identities. The�rst one is a 
entralized online solution where a trusted database holds the status of ea
hpubli
 key. The database answers queries about publi
 keys. However, these answers mustbe authenti
ated by the database to avoid man-in-the-middle atta
ks. In many 
ases themethod is impra
ti
al be
ause an online a

ess is required.Another solution, the Certi�
ate Revo
ation List (CRL), is widely used in pra
ti
e. Inthis o�ine approa
h, the CA makes a list of all users revoked thus far and signs it. Thislist is distributed at regular intervals { for example during a daily update period { to many



publi
 dire
tories. A publi
 dire
tory is untrusted but one insists that it 
annot 
heat andmust return a user's revo
ation status when queried. The main drawba
k of this s
hemeis the time it takes to 
he
k a key's validity. One must �rst 
he
k the CA signature andthen look at the whole list of revoked users. Consider a �xed update time and let r bethe total number of revoked users up to this point. The CA has to 
ommuni
ate a CRLof size O(r) to ea
h publi
 dire
tory in order to update the status of the keys. The timeto 
he
k a key's validity using the CRL is also O(r).There are two other o�ine s
hemes proposed by Ko
her [3℄ and Naor, Nissim [7℄. Theymake use of authenti
ated hash trees. For a �xed update time and r as de�ned above the
ommuni
ation from the CA to the publi
 dire
tories is redu
ed to O(log r). In order to
he
k a user's identity, one re
eives O(log r) hash values from the dire
tory and 
omputesanother O(log r) hash values. These values are 
ompared with the publi
 dire
tory data ina spe
i�ed way. Additionally, the root signature of the authenti
ated hash tree is 
he
ked.The main drawba
ks of the o�ine solutions mentioned so far are:{ The information send by the CA must be authenti
ated. Therefore, signing the datais ne
essary. In order to prove the status, the signature must be 
he
ked.{ The proof length { the amount of data that has to be 
he
ked for validation { is afun
tion of r. Sin
e normally one must prove a key's validity very often, the prooflength is the main bottlene
k of digital identity revo
ation.S. Mi
ali [5, 6℄ proposed an elegant solution for these two problems based on an ideaof o�ine/online signatures [2℄, whi
h in turn builds on a work of Lamport [4℄. He suggeststo add an additional number y { 
alled the user's 0-token { into the 
erti�
ate. In orderto 
reate the 0-token, the CA pi
ks a random number x and a one-way hash fun
tion fand 
omputes y = f (l)(x) := f(f(: : : f(x))), that is, the fun
tion f is applied l times to xin order to 
ompute the 0-token y. The parameter l 
orresponds to the number of updateperiods, e.g. the days till expiration. On day 1, if user u is not revoked, the CA publishesthe 1-token f (l�1)(x) of u. Sin
e f is a one-way fun
tion, y 
an easily be 
omputed fromf (l�1)(x) by applying f on
e, but it is infeasible to �nd a valid 1-token ~x with f(~x) = y.Hen
e, u 
an take the 1-token as a proof that his key is valid on day 1. In general, the CApublishes the i-token f (l�i) on day i. This i-token serves as a day-i proof for the validityof u's key. Applying f i times and 
omparing the result with the 0-token proves the key'svalidity. In the sequel, we will use the terms token and proof synonymously. Noti
e thatin 
ontrast to the s
hemes of Ko
her [3℄ and Naor, Nissim [7℄ this s
heme needs only oneproof for key validation and no signature of the CA in the daily update period.Let U = f1; 2; : : : ; ng be the set of users and let 2U denote the power set of U . For a�xed update time let R � U be the set of all users revoked so far. We set r = jRj. The
omplement �R = U � R of R is the set of non-revoked users. The problem with Mi
ali'ss
heme is that ea
h of the n� r non-revoked users in �R obtains his own proof during anupdate period. Hen
e in ea
h update period the CA has to 
ommuni
ate n� r tokens toa publi
 dire
tory. We denote this as the CA-to-dire
tory 
ommuni
ation.ALO (Aiello, Lodha, Ostrovsky) [1℄ proposed two s
hemes that redu
e the CA-to-dire
tory 
ommuni
ation. These s
hemes are 
alled Hierar
hi
al and Generalized S
heme.The main building blo
k of the ALO s
hemes is a set F � 2U . The set F has the propertythat ea
h set �R of non-revoked users 
an be written as the union of the elements ina subset S( �R) of F . Ea
h element Sj 2 F has its own 0-token. For ea
h set Sj 2 F ,2



ea
h user u 2 Sj stores the 0-token of Sj in his 
erti�
ate. That is, the 
erti�
ate ofuser u 
ontains jfSj 2 F : u 2 Sjgj di�erent tokens. We denote the maximal numbermaxu2U jfSj 2 F : u 2 Sjgj of tokens per 
erti�
ate by T .In order to issue day-i proofs for the non-revoked users u 2 �R, the CA 
omputes a
over S( �R) = fSj1 ; Sj2 ; : : : ; Sjmg, S1�k�m Sjk = �R of the set �R. Next, it publishes the mi-tokens of the sets Sj1 ; Sj2 ; : : : ; Sjm . Sin
e these sets 
over the set �R, ea
h non-revokeduser u is 
ontained in at least one set Sj. Re
all that u stores the 0-token of Sj in his
erti�
ate. Hen
e, the i-token of the set Sj is a day-i proof for user u.There may be di�erent ways to 
over �R by elements Sj 2 F . In ALO's s
hemes,the CA always takes the minimal number of subsets for the 
over in order to minimizethe number m of proofs. Let max �R�U :j �Rj=n�rfm : CA needs m sets to 
over �Rg be themaximal number of proofs that the CA has to publish for a set �R of size n� r. We denotethis maximal number of proofs by P.Note that Mi
ali's revo
ation s
heme �ts this des
ription. To obtain Mi
ali's revo
ations
heme, de�ne F as F = ff1g; f2g; : : : fngg. Hen
e, the users only have to store one 0-tokenin their 
erti�
ate.Let us de�ne three demands on our key revo
ation s
enario in order of de
reasingpriority:Proof of key's validity: In our s
enario, a user must prove a key's validity very often.Therefore, we insist on only one proof for key validation as in the revo
ation s
hemesof Mi
ali and ALO. The s
hemes of Ko
her and Naor, Nissim do not meet this require-ment.CA-to-dire
tory 
ommuni
ation (P): The CA-to-dire
tory 
ommuni
ation 
orrespondsto the maximal number of proofs the CA has to send to a publi
 dire
tory. The maximalnumber of proofs is denoted by P. We have to keep the CA-to-dire
tory 
ommuni
ationsmall to allow frequent update periods. Thus, we want to minimize P.Tokens per 
erti�
ate (T ): We denote the number of tokens per 
erti�
ate by T . Tomake the s
heme pra
ti
al (espe
ially for smart 
ard appli
ations), T must be keptsmall, sin
e 
he
king long 
erti�
ates is ineÆ
ient. But assuming that 
he
ked keys arestored, 
erti�
ates normally have to be 
he
ked only on
e.As mentioned above, Mi
ali's s
heme has T = 1 token per 
erti�
ate. However, theCA-to-dire
tory 
ommuni
ation is P = n � r if r is the number of revoked users. ALO'sHierar
hi
al S
heme improves upon Mi
ali's s
heme by redu
ing the CA-to-dire
tory 
om-muni
ation P to r log2(n=r) while in
reasing the number of 0-tokens T per 
erti�
ate tolog2 n. The Generalized S
heme of ALO needs at most r(log
(n=r) + 1) proofs per updateperiod and T � (2
�1 � 1) log
 n tokens per 
erti�
ate. Due to the (2
�1 � 1) fa
tor, thiss
heme is only pra
ti
al for 
 = 2 or 
 = 3, otherwise the 
erti�
ates be
ome too large.Our results build on the work of ALO. We propose a new method for 
overing the set�R of non-revoked users by intervals. Therefore, we de�ne a new 
lass for 
overing problems
alled interval 
over family (ICF). Our ICFs are 
onstru
ted using interval trees.The set R of revoked users partitions U in subintervals of non-revoked users, whi
h
an be represented by the nodes of an interval tree. Our task is to �nd a s
heme whi
h
overs any interval with sets of an ICF. Furthermore, we want that ea
h user u 2 U is ina small number of sets. This property is important be
ause as in ALO's s
hemes, user umust in
lude in his 
erti�
ate all the 0-tokens of sets that 
ontain u.3



Mi
ali's [5, 6℄ and ALO's Hierar
hi
al s
heme [1℄ also belong to the 
lass of algorithmsusing interval 
over families. The ICF in [5, 6℄ is the simplest one. It 
overs intervals bysingle elements. Thus, the length of the 
overing intervals is always 1. In ALO's Hierar
hi
als
heme, the set of non-revoked users is 
overed by intervals with interval lengths that arepowers of 2. In this paper, we propose two new methods for 
overing intervals that mightbe interesting for other areas of 
overing problems as well.In Se
tion 2, we introdu
e the 
lass ICF of interval 
over families. Revo
ation S
heme1 (RS1) is presented in Se
tion 3. It is a generalization of ALO's Hierar
hi
al s
heme. Thelength of the 
overing intervals is a power of 
 � 2. For RS1, we obtain the upper boundsP � (r + 1)(2 log
 n� 1) and T � (
+1)24 log
 n for some 
onstant parameter 
.Our se
ond Revo
ation S
heme (RS2) presented in Se
tion 4 leads to a CA-to-dire
tory
ommuni
ation of P � (r + 1)(log
 n + 1), while keeping the number of 0-tokens per
erti�
ate upper bounded by T � (
+1)22 log
 n(1 + o(1)).Sin
e the new bounds for T are polynomial in 
 our systems are pra
ti
al for largerparameters 
 than ALO's s
hemes. Thus, we 
an redu
e the CA-to-dire
tory 
ommuni
a-tion P by 
hoosing a large 
. Sin
e this 
ommuni
ation is done during ea
h update period,the system be
omes more eÆ
ient.In Se
tion 5, we study the relations of the 
lass ICF to the task of key revo
ation. Usinga more re�ned analysis, we show that RS1 has a maximal CA-to-dire
tory 
ommuni
ationof P � 2r(log
 n � blog
 r
). Assuming the revoked users to be uniformly distributed,we 
an further redu
e the bound of RS2 to an expe
ted upper bound of P � (r + 1 �r(r�1)n ))(log
 n+ 1).S
heme P proofs from CA to dire
tories T tokens per 
erti�
ateMi
ali n� r 1ALO's Hierar
hi
al r log2(nr ) log2 nALO's Generalized r(log
(nr ) + 1) (2
�1 � 1) log
 nRS1 2r(log
 n� blog
 r
) (
+1)24 log
 nRS2 (r + 1)(log
 n+ 1) (
+1)22 log
 n(1 + o(1))Table 1. Comparison of our s
hemes with Mi
ali's and ALO's s
hemesIf we only want to minimize the CA-to-dire
tory 
ommuni
ation, an optimal solution
an be obtained from Yao's range query data stru
tures [8℄. However, Yao's 
onstru
tionresults in prohibitively many tokens per 
erti�
ate. For the �rst time in this area, we alsoprove lower bounds for the number T of 0-tokens (see Se
tion 6). For example, Corollary 22provides a lower bound of T � ( 
e � 1) � log
 n, where e is the Euler number. This showsthat if 
 is 
onstant, the trade-o� in our revo
ation s
hemes between CA-to-dire
tory
ommuni
ation P and the number of 0-tokens T is optimal up to a 
onstant.2 De�nitionsConsider the universe U = f1; 2; : : : ; ng of users with personal identi�
ation numbers 1 ton. Let 2U denote the power set of U . Let R � U be the subset of revoked users, �R = U�R4



the 
omplement of R. In our s
hemes, the CA has to �nd a family of sets that 
overs thesubset �R of all non-revoked users. Then the CA issues the i-tokens for all the sets in the
over. A day-i proof for a non-revoked u is a set that 
ontains u.De�nition 1 (interval set) The interval set V = [a; b℄, V � U is de�ned as [a; b℄ :=fx 2 IN j a � x � bg . The interval set [a; a℄ is brie
y written as [a℄. The length of aninterval set [a; b℄ is de�ned as b� a+ 1.De�nition 2 (interval 
over) We 
all a family of subsets S � 2U an interval 
over (IC)of the interval set I i� SV 2S V = I and all subsets V are interval sets. If jSj � k, S is
alled a k-IC.De�nition 3 (interval 
over family) F � 2U is an interval 
over family (ICF) of Ui� for every interval set I � U , there is a subset S of F su
h that S is an IC of I. F is ak-ICF of U i� there is at least one k-IC S � F of I for every I � U .Lemma 4 Assume we have a k-ICF F of the universe U = f1; : : : ; ng and an arbitraryR � U with jRj = r. Then F 
overs �R with at most (r + 1)k interval sets.Proof: Noti
e that a subset R of size jRj = r partitions the interval [1; n℄ in at mostr + 1 subintervals �R1 [ � � � [ �Rr+1 = �R. Thus, it suÆ
es to 
over these subintervals for
overing �R. Sin
e ea
h �Ri is 
overable by F with at most k interval sets, the 
laim follows.The number of interval sets needed to 
over a set �R in Lemma 4 
orresponds to themaximal number of proofs { denoted PF { the CA must send to the publi
 dire
toriesduring an update period. Hen
e, for a k-ICF F the size of PF is always upper-boundedby (r + 1)k.It is also important for the pra
ti
ality of a revo
ation s
heme that the size of F ispolynomial in n and that for every subset �R of non-revoked users the 
orresponding ICs
an be 
omputed in time polynomial in log(n).For an ICF F and every u 2 U , we de�ne hF (u) as the multipli
ity of u in F , that isthe number of sets in F 
ontaining the element u. Be
ause every set in F that 
ontainsu 
an be part of an interval 
over, user u's 
erti�
ate must in
lude all hF (u) 0-tokensthat 
ontain u. Thus, the maximal number of 0-tokens, denoted TF := maxufhF (u)g,
orresponds to the maximal length of a user's publi
 key 
erti�
ate. This length should bepolynomial in log(n). There is a trade-o� between the number of proofs PF the CA mustsend to a publi
 dire
tory and the number of 0-tokens TF in a revo
ation s
heme. Forinstan
e in the Mi
ali s
heme [5, 6℄, we have P = n� r and T = 1. In their Generalizeds
heme, ALO [1℄ had P � r(log
(n=r) + 1) and T � (2
�1 � 1) log
 n.In the next se
tion, we present a (2k� 1)-ICF F with TF = O(kn2=k) for some systemparameter k. Taking k = log
 n leads to T = O(
2 log
 n).3 A Revo
ation S
heme using ICFsFirst, we introdu
e a notation on intervals. 5



De�nition 5 (
ombinational sum) The 
ombinational sum of an interval [a1; b1℄ withan interval [a2; b2℄ is de�ned as the interval [min fa1; a2g;max fb1; b2g℄.We also say, we
ombine interval [a1; b1℄ with [a2; b2℄. Let W = f[a1; b1℄; [a2; b2℄; : : : ; [am; bm℄g be a set ofdisjoint intervals. We de�ne the maximal 
ombinational sum of W that is 
ontained in aninterval [a; b℄ as the interval [minai : ai � a;maxbj : bj � b℄.Note that the 
ombinational sum of two intervals [a1; b1℄ and [a2; b2℄ may 
ontain elementswhi
h are neither in [a1; b1℄ nor in [a2; b2℄.Next, we de�ne an interval tree T for the interval [1; n℄ and a parameter k, that mightdepend on n. The 
onstru
tion is re
ursive.Constru
tion of the interval tree T{ The root is labelled with the interval [1; n℄.{ Ea
h node labelled with an interval [a; b℄ of length greater than 1 has n1=k 
hildren.The 
hildren partition the interval [a; b℄ into equally long pie
es. That is, the 
hildrenare roots of the interval trees for the intervals [a + i � b�a+1n1=k ; a + (i + 1) � b�a+1n1=k � 1℄,0 � i < n1=k (for simpli
ity, we assume that n1=k is an integer to avoid rounding).We store the following 
ontents in ea
h node of the interval tree.{ Ea
h node stores the interval of its label.{ Moreover, ea
h node stores the 
ombinational sums of its label with the labels of itsright siblings.Let 
ombinational sums of nodes be de�ned as the 
ombinational sums of their labels.

[3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27]

[1 , 9 ] [10,18] [19,27]

[ 1, 27 ]

[1] [2]

[10,12] [13,15] [16,18] [19,21] [22,24] [25,27][7,9][4,6][1,3] Fig. 1. The interval tree T for n = 33, k = 3Example: In Figure 1, the node with label [10; 12℄ stores the interval sets [10; 12℄, [10; 15℄and [10; 18℄. Its father [10; 18℄ stores the intervals [10; 18℄ and [10; 27℄.6



Sin
e in level i the nodes are labelled with intervals of length n(k�i)=k, in level k wehave interval length 1 and the re
ursive 
onstru
tion stops. Thus, the interval tree hasdepth k.We de�ne the ICF F as the union of all the sets of intervals stored in the nodes of theinterval tree T . However, we ex
lude the root label interval [1; n℄.Next, we want to show that F is a (2k� 1)-ICF, that is, we want to show that we 
an
over every interval set I � [1; n℄ by at most 2k � 1 sets in F . In order to prove this, wepresent an algorithm that needs a maximum of 2k � 1 
ombinational sums for 
overingany interval I. Algorithm Cover S
heme 1 (CS1)INPUT : interval I = [a; b℄FOR level i = 1 TO k in the interval tree T DOTake the maximal 
ombinational sums of the label intervals inlevel i of T that is 
ontained in the yet un
overed parts of [a; b℄.IF [a; b℄ is 
overed 
ompletely, EXIT.OUTPUT : interval sets I1; I2; : : : ; Im with Sj=1:::m Ij = [a; b℄ and m � 2k � 1.Example: In Figure 1 on input I = [2; 21℄, the Algorithm CS1 
overs I by taking theintervals [10; 18℄ (level 1, stored in node [10; 18℄), [4; 9℄ and [19; 21℄ (level 2, stored in nodes[4; 6℄ and [19; 21℄) and [2; 3℄ (level 3, stored in [2℄).Lemma 6 The union F of all intervals stored in the interval tree T is a (2k � 1)-ICF.Proof: We have to show that CS1 needs at most 2k�1 interval sets to 
over [a; b℄. Noti
ethat CS1 
overs the whole interval [a; b℄ su

essively from the middle to the borders. Inlevel 1 of the interval tree T , one gets at most one 
ombinational sum [a1; b1℄. The un-
overed parts [a; a1 � 1℄ and [b1 + 1; b℄ both yield at most one additional interval in level2. This holds be
ause the maximal 
ombinational sums in level 2 are always of the form[a2; a1 � 1℄ respe
tively [b1 + 1; b2℄. Analogously, we get at most two additional intervalsin the subsequent levels. This leads to the upper bound of 2k � 1.We de�ne the memory requirement jF j of an ICF F to be the number of interval setsin F . The running time of a k-ICF F on input I = [a; b℄ is the time to �nd a k-IC S forI. Further, we de�ne the running time of a k-ICF to be the maximal running time takenover all 
hoi
es of input intervals I. The following lemma shows that our (2k � 1)-ICF F
an be eÆ
iently implemented.Lemma 7 The ICF F has memory requirement O(n1+1=k) and running time O(kn1=k).Proof: In every set of siblings at mostPn1=ki=1 i = O(n2=k) intervals are stored. This followsfrom the fa
t that ea
h node 
ontains its label and all 
ombinational sums with its rightsiblings. Hen
e, F 
ontains at most O(n2=k)Pk�1i=0 (n1=k)i = O(n1+1=k) interval sets.The operations in ea
h level 
an easily be implemented to run in time O(n1=k), thatis in the number of 
hildren. Thus, the total running time is O(kn1=k).7



De�nition 8 (RS1) Revo
ation S
heme 1 (RS1) uses the (2k�1)-ICF F and AlgorithmCS1 in order to 
over all interval sets �R = U �R of non-revoked users.Theorem 9 RS1 is a revo
ation s
heme with PF � (r+1)(2k�1) and TF � 14k(n1=k+1)2.Proof: The number of proofs PF � (r + 1)(2k � 1) follows from Lemma 4.It remains to show the upper bound for TF . Be
ause the node labels in ea
h levelpartition the interval [1; n℄, every element u 2 U is stored in exa
tly one label per level.We want to determine the number of interval sets of a single level in whi
h a user u is 
on-tained. Therefore, 
onsider the node with the label interval 
ontaining u. Combinationalsums are only taken among the n1=k siblings of this node. When enumerating the siblingsfrom left to right, it is easy to see that the ith sibling is in exa
tly i � (n1=k � i + 1)interval sets. This fun
tion in i takes its maximum for i = (n1=k + 1)=2, leading tomaxifi � (n1=k � i + 1)g = (n1=k+12 )2. Hen
e, user u 
an be in at most (n1=k+12 )2 inter-vals sets per level. Summing over the k levels, we obtain TF � 14k(n1=k + 1)2.Corollary 10 Choosing k = log
 n for some 
onstant 
, we obtain a (2 log
 n � 1)-ICFF that needs O(n) memory and O(log
 n) running time. RS1 is a key revo
ation s
hemewith PF � (r + 1)(2 log
 n� 1) and TF � (
+1)24 log
 n.Note that our result improves upon the generalized s
heme of ALO, who had T � (2
�1�1) log
 n. A re�ned analysis of PF is given in Se
tion 5.Even with re�ned analysis, there remain two problems with the (2k�1)-ICF presentedabove. First, we always assume an upper bound of 2k � 1 for the number of intervalstaken by algorithm CS1. Consider a small interval [a; b℄ with length mu
h shorter than n.Algorithm CS1 will take its �rst 
ombinational sum in a level i that is 
lose to the leavesin level k. It is easy to see that in this 
ase, CS1 outputs at most 2(k� i)+1 interval sets.Therefore, Lemma 6 gives a pessimisti
 bound. Se
ond, after using the �rst 
ombinationalsum in level i, we just need 
ombinational sums of the rightmost or leftmost sibling nodesin the subsequent levels. But we store 
ombinational sums of all sibling nodes. In the nextse
tion, we show how to avoid these problems.4 Another Revo
ation S
heme based on ICFsWe take an interval tree T 0 similar to the interval tree T in Se
tion 3. The nodes and theirlabels remain the same as in T , only their 
ontent is 
hanged.De�nition 11 (partial sums) For ea
h set of sibling nodes in a tree, we 
all the 
ombi-national sums of the leftmost sibling v with all other siblings to the right the right partialsums. The 
ombinational sums of v's father's leftmost sibling with v and all of v's siblingsare 
alled the upper right partial sums (for an example, see below). The 
ombinationalsums of the rightmost sibling w with all other siblings to the left { ex
ept the leftmost sib-ling { are 
alled the left partial sums. Analogously, the 
ombinational sums of w's father'srightmost sibling with w and all of w's siblings are 
alled the upper left partial sums.Let W = f[a1; b1℄; [a2; b2℄; : : : ; [am; bm℄g be a set of partial sums. We de�ne the maximalpartial sum of W that is 
ontained in an interval [a; b℄ as the interval [minai : ai �a;maxbj : bj � b℄. 8



Example: In Figure 1, the right partial sums of the set f[13℄; [14℄; [15℄g of sibling nodesare [13℄, [13; 14℄ and [13; 15℄. The left partial sums are [15℄ and [14; 15℄. The upper rightpartial sums are the interval sets [10; 13℄, [10; 14℄, [10; 15℄ and the upper left partial sumsare [15; 18℄, [14; 18℄ and [13; 18℄.Noti
e that we should omit those upper right partial sums where the father of theleftmost sibling v is itself a leftmost sibling, sin
e these 
ombinational sums yield alwaysthe label of the father. This holds analogous for the upper left partial sums.Node 
ontents of the interval tree T0{ Ea
h node stores its label.{ For any sibling nodes in level k � 2j, 0 � j < k�12 , the leftmost sibling v stores theright partial sums. Additionally, v stores the upper right partial sums.{ For any sibling nodes in level k � 2j, 0 � j < k�12 , the rightmost sibling w stores theleft partial sums. In addition, w stores the upper left partial sums.{ Any sibling nodes in level i of the re
ursion tree are divided in i equally large parts.In any part, ea
h node stores the 
ombinational sums of its label with the labels of itsright siblings in this part.Again, the ICF F 0 is de�ned as the union of all intervals stored in the nodes.Algorithm Cover S
heme 2 (CS2)INPUT : interval I = [a; b℄level i := 1UNTIL a 
ombinational sum is taken DOTake the maximal 
ombinational sum of the label intervals in level i of T 0 thatis 
ontained in [a; b℄. (That 
ombinational sum may 
onsist of up to i intervals.)i := i+ 1FOR level j = i+ (k � i mod 2) TO k STEP 2 DOTake the maximal partial sums of the yet un
overed parts of [a; b℄.IF [a; b℄ is 
overed 
ompletely, EXIT.OUTPUT : interval sets I1; I2; : : : ; Im with Sj=1:::m Ij = [a; b℄ and m � k + 1.Example: We 
over the interval [2; 21℄ using Algorithm CS2 and the interval tree T 0 ofFigure 1. CS2 outputs the 
ombinational sum [10; 18℄ in level 1 and the upper partial sums[2; 9℄ and [19; 21℄ in level 3.Lemma 12 The union F 0 of all intervals stored in the nodes of the interval tree T 0 is a(k + 1)-ICF.Proof: Let Algorithm CS2 take a 
ombinational sum in level i. Sin
e in level i, maximal
ombinational sums of label intervals 
an be divided into i parts, we take at most i inter-vals. In the remaining k � i levels, CS2 
an take at most 2 intervals in ea
h of the levelsk � 2j, 0 � j < k�i2 . These are at most dk�i2 e levels. Thus, we obtain the upper boundi+ 2 � dk�i2 e � i+ 2 � k�i+12 = k + 1. 9



Lemma 13 The (k + 1)-ICF F 0 needs O(n1+1=k) memory and O(kn1=k) running time.Proof: The memory requirement of F 0 is the amount of partial sums and 
ombinationalsums. We have at most 2n1=k right and left partial sums per set of siblings. The upperpartial sums sum up to another 2n1=k intervals. Ignoring that these intervals are onlytaken in ea
h se
ond level we get an upper bound of 4n1=k �Pk�1i=0 (n1=k)i = O(n) for thepartial sums. Further, ea
h set of siblings stores O(n2=k) 
ombinational sums. Summingover the levels gives an upper bound of O(n2=k) �Pk�1i=0 (n1=k)i = O(n1+1=k) whi
h is alsoan upper bound for the total memory requirement.Sin
e the operations in ea
h level 
an be implemented to run in time O(n1=k), therunning time is O(kn1=k).De�nition 14 (RS2) The Revo
ation S
heme 2 (RS2) uses the (k + 1)-ICF F 0 and Al-gorithm CS2 in order to 
over all interval sets �R = U �R of non-revoked users.Theorem 15 The (k + 1)-ICF F 0 yields a revo
ation s
heme with PF 0 � (r + 1)(k + 1)and TF 0 � k+12 � n2=k + k4 � (2n1=k + 1) + 12(log k + 1)n1=k:Proof: The upper bound for the number of proofs PF 0 follows from Lemma 4.To 
omplete the proof, we must show that TF 0 � k+12 �n2=k+ k4 � (2n1=k+1)+ 12 (log k+1)n1=k. Let us start with the partial sums and 
onsider a set of sibling nodes as enumeratedfrom left to right. It is easy to see that the ith sibling is in n1=k � i+ 1 right partial sumsand in i � 1 left partial sums. This gives a total of n1=k partial sums for ea
h elementu 2 U . Analogously, one 
an show that ea
h element u is in n1=k upper partial sums.Sin
e ea
h upper partial sum 
onsists of n1=k 
ombinational sums, we get another n2=kintervals. Thus, we have a total of n2=k + n1=k partial sums for every element u 2 U inthe levels k � 2j, 0 � j < k�12 . Summing over these levels gives us an upper bound ofdk�12 e � (n2=k + n1=k) � k2 � (n2=k + n1=k).In addition to the partial sums, we divide all sibling nodes in level i of T 0 in parts of sizen1=ki and 
ompute the 
ombinational sums with their right siblings in that part. Analogousto the proof of Theorem 9 every element in level i is in no more than 14(n1=ki +1)2 of theseintervals. Summing over the levels gives14 kXi=1  n1=k + ii !2 = 14  kXi=1 n2=ki2 + kXi=1 2n1=ki + kXi=1 1!� 14 ��26 � n2=k + 2(log k + 1) � n1=k + k�Together with the partial sums 
omputed before we get the desired upper bound for thenumber of 0-tokensTF 0 � k + 12 � n2=k + k4 � (2n1=k + 1) + 12(log k + 1)n1=k:
10



Corollary 16 Taking k = log
 n, RS2 is a revo
ation s
heme with PF 0 � (r+1)(log
n+1)and TF 0 � (
+1)22 � log
 n(1 + o(1)).If we 
ompare this result with the revo
ation s
heme RS1 of Se
tion 3, we roughlyhalve the number of proofs P by doubling T . Sin
e we have update periods frequently, itis preferable to make P small by slightly enlarging T .5 ICFs and key revo
ationIn the previous se
tions, we studied the 
overing of arbitrary intervals [a; b℄ by ICFs and
onne
ted this to the task of key revo
ation by Lemma 4. But Lemma 4 yields a pessimisti
bound:{ We always expe
t that r revoked users yield r+1 intervals of non-revoked users. Thisis no longer true if r be
omes large.{ The intervals representing non-revoked users are not arbitrary but disjoint, that is theintervals do not overlap. Further, the average length of the intervals that have to be
overed depends on the parameter r.5.1 The expe
ted number of intervalsIn the following, we assume that the revoked users R are uniformly distributed over theinterval [1; n℄ and look for the expe
ted number of intervals of non-revoked users. Let i1,i2, : : : , ir be the revoked users in sorted order, that is i1 < i2 < � � � < ir. We 
all ijand ij+1 a pair i� ij+1 = ij + 1. Note that pairs of revoked users do not introdu
e a newinterval that must be 
overed, sin
e they en
lose an interval of non-revoked users of size0. Let X be the random variable for the number of intervals. ThenER(X) � r + 1�ER(number of pairs):We obtain an upper bound sin
e revoked users at the interval borders 1 and n never yieldan additional interval. Thus, the borders 1 and n always pair.The expe
ted number of pairs isER(number of pairs) = �n�2r�2��nr� � (n� 1) = r(r � 1)n :We summarize this in the following lemma.Lemma 17 Let the revoked users be distributed uniformly over [1; n℄ and let F be a k-ICF. Then F yields a key revo
ation system with an expe
ted upper bound of PF � (r +1� r(r�1)n )k for the CA-to-dire
tory 
ommuni
ation.5.2 Key revo
ation with RS1 for growing rLemmas 4 and 17 still give pessimisti
 bounds, sin
e they assume that arbitrary intervalsare 
overed. But CS1 does not always use 2k � 1 intervals to 
over an interval [a; b℄. Ifthe interval length of [a; b℄ is small, Algorithm CS1 will not use any intervals in the upper11



levels of the interval tree T . However, if the number r of revoked users in
reases thenthe average interval lengths of intervals that must be 
overed de
reases. Hen
e, we expe
tsome amortization of 
osts with growing r.This fa
t was studied in ALO [1℄. They proved an upper bound of T � r log2(nr ).Note, that the logarithmi
 term de
reases with in
reasing r. We show our algorithm tobe a generalization of [1℄ by showing a bound of 2r(log
 n � blog
 r
) �m for arbitrary
 > 2 and m = r� 
blog
 r
. Therefore, we adapt the proof te
hniques of [1℄. For 
 = 2, ours
heme redu
es to the Hierar
hi
al S
heme proposed in ALO[1℄.De�nition 18 Let P (n;R) be the number of proofs using the revo
ation s
heme RS1 for
overing U �R, where U = f1; 2; : : : ; ng. We de�ne P (n; r) = maxR:jRj=rfP (n;R)g to bethe worst 
ase number of proofs for a revo
ation set R of r users.Assume n = 
k.Theorem 19 For r = 
l, l � 0, RS1 has P (n; r) � 2r log
(nr ) for 
 > 2, 
 2 IN .Proof: Similar to the proof in ALO [1℄. The proof is given in the full version of thepaper.In the following theorem, we prove the upper bound for P (n; r) for arbitrary r.Theorem 20 For r = 
l +m, RS1 yields P (n; r) � 2r(log
 n� blog
 r
)�m.Proof: The proof is given in the full version of the paper.
6 Lower bounds for TF in a k-ICF FIn this se
tion, we show lower bounds for the number of tokens TF . Let U = f1; 2; : : : ; ngbe the set of users. We 
over arbitrary interval sets [a; b℄ � U of non-revoked users byk-ICFs. Comparing the lower bounds to our results in Se
tion 3 and 4 will prove that ourrevo
ation s
hemes are up to 
onstants optimal.Theorem 21 Let F be a k-ICF of U , then TF � kpk! � (n+ 1)1=k � k:Proof: We prove a lower bound for 
overing the interval sets [1; 1℄, [1; 2℄, : : : , [1; n℄ withthe k-ICF F . This yields a lower bound for 
overing all interval sets I � U . The bound isproven by indu
tion. For k = 1 an optimal family F1 
overing these sets must 
ontain all ofthe n interval sets. But ea
h of these sets 
ontains the element 1. Thus, TF1 = hF1(1) = n.The identity TFk = hFk(1); (1)is an invariant of the proof, where Fk denotes an optimal 
overing s
heme with at most kinterval sets. The indu
tive step is done from k � 1 to k.12



Assume, there's an optimal family Fk 
overing the sets [1; 1℄, [1; 2℄, : : : , [1; n℄ with atmost k interval sets and minimal TFk . We show in Lemma 24 that we 
an assume wlogTFk = hFk(1). Hen
e, invariant (1) holds.Now, 
onsider the interval sets of Fk 
ontaining 1. Let these be the sets [1; a1℄, [1; a2℄,: : : , [1; at℄, where a1 = 1 be
ause Fk must 
over the single user 1. By 
onstru
tion, t = TFk .An auxiliary set is de�ned by [1; at+1℄ with at+1 = n+ 1. The intervals sets [1; ai+1 � 1℄,1 � i � t are 
overed by taking the interval set [1; ai℄ and an optimal 
overing in Fk of theremaining interval [ai + 1; ai+1 � 1℄ with at most k � 1 sets.The element ai+1 is the �rst element in the interval [ai+1; ai+1�1℄. Hen
e, it plays therole of the element 1 when 
overing the sets [ai+1; ai+1℄; [ai+1; ai+2℄; : : : ; [ai+1; ai+1�1℄.By equation (1), the element ai+1 is 
riti
al, be
ause it has maximal multipli
ity of all theelements in [ai + 1; ai+1 � 1℄. Thus, element ai + 1 must be 
ontained in hFk�1(1) intervalsets and the indu
tion hypothesis applies with k � 1 and interval length ai+1 � ai � 1.Additionally, ai+1 is 
ontained in the t�i interval sets [1; ai+1℄, : : : , [1; at℄. Sin
e hFk(1) = tand 1 is the element of maximal multipli
ity, we obtain for 1 � i � tk�1p(k � 1)! � (ai+1 � ai) 1k�1 � (k � 1) + t� i � t (2)) ai+1 � ai + (i+ k � 1)k�1(k � 1)! : (3)Solving the re
urren
e in (3) for a1 = 1 yieldsai+1 � ai�1 + (i+ k � 2)k�1(k � 1)! + (i+ k � 1)k�1(k � 1)! � � � � � 1(k � 1)! i+k�1Xj=1 jk�1< 1(k � 1)! Z i+kj=0 jk�1dj = (i+ k)kk!But we know at+1 = n+ 1, whi
h leads to(t+ k)kk! � n+ 1) t � kpk! � (n+ 1)1=k � k:Using Stirling's formula k! � p2�k �ke�k > �ke �k, we 
on
ludeCorollary 22 TF > ke � (n+ 1)1=k � k >  n1=ke � 1! kTaking k = log
 n yieldsCorollary 23 TF � � 
e � 1� � log
 n:Lemma 24 Let Fk be a k-ICF 
overing [1; 1℄; [1; 2℄; : : : ; [1; n℄ with minimal TFk . Fk 
anbe turned into a k-ICF with hFk(1) = TFk. 13



Proof: The proof is given in the full version of the paper.Theorem 25 Let F be a k-ICF of U , then TF > �16� 1k�1 n 2k .Proof: Let F=fS1; S2; : : : ; Smg. Sin
e F is a k-ICF, for every interval set I 2 U thereexist at most k interval sets Si1 ; Si2 ; : : : ; Sik su
h that S(I) := fSi1 ; Si2 ; : : : ; Sikg is a 
overof I. Note, that some Sij might be empty and there might be several S(I) in F that 
overI. For ea
h interval set I we 
onsider an arbitrary but �xed S(I).Assume TF � (16) 1k�1n 2k . Fix some interval set Si = [a; b℄ of F and 
onsider the numberof times this set 
an be 
ontained in a 
over S(I) of some interval set I = [s; t℄, wheres < a or b < t. Consider the 
ase s < a. By assumption, user a � 1 is 
ontained in atmost (16) 1k�1n 2k sets of F . On the other hand, every 
over S(I) 
ontaining Si = [a; b℄ must
ontain a set Sj whi
h in
ludes the element a�1. Next 
onsider the interval Sj[Si = [
; d℄.Assuming s < 
 and arguing as above, S(I) must 
ontain one of the (16 ) 1k�1n 2k intervals
ontaining 
�1. Continuing in this way and using the fa
t that F is a k-ICF, we 
on
ludethat there are at most 16n 2(k�1)k 
overs S(I) in whi
h a set Si 
an parti
ipate. This holdsfor any Si: jfI � U : Si 2 S(I)gj � 16n 2(k�1)k : (4)Next, we 
ount the number of elements with multipli
ities in all the �n2� interval sets Iin U . Sin
e there is one interval of length n, two intervals of length n � 1, et
., we getPI2U jIj = Pni=1 i � (n � i + 1) = 16n3 + 12n2 + 13 > 16n3. Sin
e the interval sets Si that
over I 
an overlap, the following inequality holdsXI2U XSi2S(I) jSij �XI2U jIj > 16n3: (5)Using inequality (4), we also obtainXI2U XSi2S(I) jSij = XSi2F jSij � jfI � U : Si 2 S(I)gj� 16n 2(k�1)k XSi2F jSij (6)Combining (5) and (6) leads toXSi2F jSij > n3� 2(k�1)k = n1+ 2k :Note that PSi2F jSij = Pu2U hF (u). Taking the average number of the multipli
itieshF (u) yields that there must be an element u with hF (u) > n 2k , 
ontradi
ting the assump-tion that ea
h element is in at most (16 ) 1k�1n 2k sets.14



De�nition 26 We 
all a k-ICF F Æ-optimal, if for all k-ICFs �F : TFT �F = O(Æ).Theorem 27 RS1 uses a minkfn3=k; kn2=kg-optimal k-ICF. The (k + 1)-ICF F 0 
on-stru
ted for RS2 is minkfn1=k; kg-optimal.Proof: RS1 uses a (2k� 1)-ICF F with TF = O(kn2=k). This 
an be turned into a k-ICFwith TF = O(kn4=k). Dividing by the lower bounds of Corollary 22 and Theorem 25 givesthe minkfn3=k; kn2=kg-optimality. RS2 uses a (k + 1)-ICF F 0 with TF 0 = O(kn2=k). Ap-plying Corollary 22 and Theorem 25 proves the 
laim.Corollary 28 For k = log
 n, the (2k � 1)-ICF F used in RS1 and the (k + 1)-ICF F 0used in RS2 are 1-optimal.Note, that we obtain the lower bound in Theorem 21 by 
overing the intervals [1; 1℄, [1; 2℄,: : : , [1; n℄. This is only a small subset of all the intervals in [1; n℄ and the left border is�xed by the element 1. It seems that making both borders variable introdu
es a fa
tor ofn2=k, but we 
an not prove this yet. Thus, we expe
t a lower bound of TF = 
(kn2=k)for any k-ICF F . This would yield 1-optimality for the ICF F 0 in RS2 independent of the
hoi
e of k.7 Con
lusionWe introdu
ed a new 
lass 
alled ICF for key revo
ation. Mi
ali's s
heme [5, 6℄ and ALO'sHierar
hi
al s
heme [1℄ belong to this 
lass. We improved upon the former results byredu
ing the 
riti
al update 
ost for CA-to-dire
tory 
ommuni
ation. In pra
ti
e, the per-forman
es of our revo
ation s
hemes depend on the expe
ted number r of revoked users.If one expe
ts r to be a small fra
tion of n, then RS2 is preferable. It avoids a fa
tor of2 in the 
ommuni
ation. RS1 should perform better for large r. We have shown the �rstlower bounds in this area, proving our s
hemes to be optimal up to 
onstants.Referen
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