
Low Se
ret Exponent RSA RevisitedJ. Bl�omer, A. MayDepartment of Mathemati
s and Computer S
ien
eUniversity of Paderborn33095 Paderborn, Germanyfbloemer,alexxg�uni-paderborn.deAbstra
t. We present a latti
e atta
k on low exponent RSA with short se
ret exponentd = NÆ for every Æ < 0:29. The atta
k is a variation of an approa
h by Boneh and Durfee [4℄based on latti
e redu
tion te
hniques and Coppersmith's method for �nding small roots ofmodular polynomial equations. Although our results are slightly worse than the results ofBoneh and Durfee they have several interesting features. We partially analyze the stru
tureof the latti
es we are using. For most Æ < 0:29 our method requires latti
es of smallerdimension than the approa
h by Boneh and Durfee. Hen
e, we get a more pra
ti
al atta
kon low exponent RSA. We demonstrate this by experiments, where Æ > 0:265.Our method as well as the method by Boneh and Durfee is a heuristi
, sin
e the methodis based on Coppersmith's approa
h for bivariate polynomials. Coppersmith [6℄ pointed outthat this heuristi
 must fail in some 
ases. We argue in this paper, that a (pra
ti
ally notinteresting) variant of the Boneh/Durfee atta
k proposed in [4℄ always fails. Many authorshave already stressed the ne
essity for rigorous proofs of Coppersmith's method in the mul-tivariate 
ase. This is even more evident in light of these results.1 Introdu
tionIn this paper we 
onsider the problem of breaking the RSA 
ryptosystem for short se
retkeys. An RSA publi
 key is a pair (N; e) whereN = pq is a produ
t of two n-bit primes. The
orresponding se
ret key d is 
hosen su
h that it satis�es the equation ed = 1 mod �(N)2 ;where �(N) = (p� 1)(q � 1).The �rst result showing that RSA is inse
ure, if the se
ret key is too small, is due toWiener. In 1990, Wiener [20℄ showed that d < 13N0:25 leads to a polynomial time atta
kon the RSA system. Wiener's method is based on 
ontinued fra
tions. Basi
ally, Wienershowed that d is the denominator of some 
onvergent of the 
ontinued fra
tion expansionof e=N . A variant of Eu
lid's algorithm 
omputes the 
ontinued fra
tion expansion of anumber. Sin
e N; e both are publi
, this shows that d 
an be 
omputed eÆ
iently fromthe publi
 key (N; e).Re
ently, Boneh and Durfee [4℄ proposed an atta
k on RSA, that shows that RSA isinse
ure provided d < N0:292. Unlike Wiener's atta
k, the atta
k by Boneh and Durfeeis a heuristi
. It builds upon Coppersmith's result for �nding small solutions of modularpolynomial equations [6℄. Coppersmith' method for the univariate 
ase is rigorous butthe proposed generalization for the multivariate 
ase is a heuristi
. More pre
isely, Bonehand Durfee show that for a small se
ret key d, the number s = �p+q2 
an be found asa small solution to some modular bivariate polynomial equation. On
e s is known, one
an immediately solve the equations s = �p+q2 and N = pq for the unknowns p and q.Using Coppersmith's method, whi
h in turn is based on the famous L3-latti
e redu
tionalgorithm, Boneh and Durfee redu
e the problem of �nding s to �nding a 
ommon root of



two bivariate polynomials f(x; y); g(x; y) over the integers. As proposed by Coppersmith,�nding a 
ommon root of f; g is done by �rst 
omputing the resultant r(y) of f; g withrespe
t to the variable x. Provided r 6� 0, the parameter s, and hen
e the fa
torization,
an be found by 
omputing the roots (over Z) of r. Unfortunately, this method, as well asany other method based on Coppersmith's approa
h for multivariate polynomials1, fails, ifthe resultant r is identi
ally 0. As it has never been proved that r 6� 0, the Boneh/Durfeeapproa
h is heuristi
.In this paper we study the method by Boneh and Durfee in more detail. In Se
tion 4,we propose a new latti
e for 
ryptanalysing low se
ret exponent RSA with d < N0:290.The new approa
h uses the same heuristi
al assumption as Boneh/Durfee. Although thenew atta
k does not improve the bound d < N0:292 of Boneh and Durfee [4℄, it has severaladvantages. First, the latti
e dimension is redu
ed. Therefore, in pra
ti
e we are able toget 
loser to the theoreti
al bounds. Se
ond, the new latti
e basis is triangular. This leadsto rather simple proofs. Third, the new latti
e basis takes advantage of spe
ial propertiesof the latti
e ve
tors. We believe that some of our stru
tural results in Se
tion 4 
an beapplied to other appli
ations of Coppersmith's method as well.A
tually, Boneh and Durfee present three di�erent variations of the Coppersmithmethodology to break RSA versions with small se
ret exponent d. The �rst one worksfor d < N1=4, hen
e this variant basi
ally reprodu
es Wiener's result. The se
ond varia-tion of Boneh and Durfee works for d < N0:284. Finally they have a method that worksfor d up to N0:292.We made the experimental observation, that the �rst method of Boneh and Durfee,supposed to work for d < N1=4 always failed. In fa
t, in all experiments the resultant rmentioned above was identi
ally zero. Although one 
annot re
over the fa
torization byresultant 
omputation, we show that RSA with se
ret key d < 13N1=4 
an be broken usinglatti
e redu
tion in dimension 2. In fa
t, we show that for an appropriately 
hosen latti
e,a shortest ve
tor in the latti
e immediately reveals the se
ret key d.Sin
e we have not found examples where the other two variants for d < N0:284 andd < N0:292 des
ribed by Boneh and Durfee fail, this observation in no way invalidates theresults of Boneh and Durfee. On the other hand, this is to our knowledge the �rst 
asementioned in literature, that an appli
ation of Coppersmith's approa
h fails in general.Some authors [6, 14℄ already pointed out that the heuristi
 must fail in some 
ases, but nogeneral failure has been reported for real appli
ations of the method.Although we are not quite able to rigorously analyze the Boneh and Durfee method ford < N1=4, in Se
tion 5 we prove several results that almost 
ompletely explain the behaviorobserved in experiments. Many authors already stressed the ne
essity of a rigorous analysisof methods based on Coppersmith's approa
h in the multivariate 
ase. This is even moreevident in light of our results.In Se
tion 6 we give experimental results for our new atta
k on RSA with short se
retkey d. We 
arried out 
ryptanalysis of se
ret keys up to d � N0:278. We also 
ompared ourexperimental results with the experimental results of Boneh and Durfee. In [3℄, they onlyprovided examples with d � N0:265. In all 
ases we 
onsidered, our method was faster.1 This in
ludes among others [1, 4, 8, 12℄



2 The Boneh-Durfee Latti
eIn this se
tion we review the latti
e atta
k by Boneh and Durfee on low exponent RSA. Foran introdu
tion into latti
e theory and latti
e basis redu
tion, we refer to the textbooks [9,17℄. Des
riptions of Wiener's RSA atta
k and the method of Coppersmith 
an be foundin [20, 6℄. For a good overview of RSA atta
ks, we refer to a survey arti
le of Boneh [2℄.Let d < eÆ. We assume that the size of e is in the order of the size of N . If e is smaller,the atta
k of Boneh and Durfee be
omes even more e�e
tive (see [4℄, se
tion 5).All known atta
ks on RSA with short se
ret exponent fo
us on the identityed = 1 mod �(N)2 , ed+ k�N + 12 + s� = 1; (1)where k 2 Z, s = �p+q2 and d are unknown quantities. Sin
e e < �(N)2 , we obtain k < d.Boneh and Durfee [4℄ look at equation (1) modulo e.k�N + 12 + s�� 1 = 0 mod eThey de�ne the polynomial f(x; y) = x(A+ y)� 1with A = N+12 . Let X = eÆ and Y = e0:5. We know, that f has a root (x0; y0) = (k; s)modulo e, that satis�es jx0j < X and jy0j < Y . To transform the modular equation into anequation over the integers, Boneh/Durfee use a theorem of Howgrave-Graham [11℄. Givena polynomial p(x; y) =Pi;j ai;jxiyj , we de�ne the norm jjp(x; y)jj2 =Pi;j a2i;j .Theorem 1 (Howgrave-Graham [11℄). Let p(x; y) be a polynomial whi
h is a sum ofat most w monomials. Suppose that p(x0; y0) = 0 mod em for some positive integer m,where jx0j < X and jy0j < Y . If jjp(xX; yY )jj < em=pw, then p(x0; y0) = 0 holds over theintegers.Next, Boneh and Durfee de�ne polynomialsgi;k(x; y) = xifk(x; y)em�k and hj;k(x; y) = yjfk(x; y)em�kfor a given positive integer m.In the sequel, the polynomials gi;k are referred to as x-shifts and analogously thepolynomials hj;k are referred to as y-shifts. By 
onstru
tion, the point (x0; y0) is a rootof all these polynomials modulo em. Thus, we 
an apply Howgrave's theorem and sear
hfor a small norm linear 
ombination of polynomials gi;k(xX; yY ) and hj;k(xX; yY ). Thisis done by using the L3 latti
e redu
tion algorithm. The goal is to 
onstru
t a latti
e thatis guaranteed to 
ontain a ve
tor shorter than em=pw.Boneh and Durfee suggest to build the latti
e spanned by the 
oeÆ
ient ve
tors of thepolynomials gi;k; hj;k for 
ertain parameters i, j and k. For ea
h k = 0; : : : ;m, they usethe x-shifts gi;k(xX; yY ) for i = 0; : : : ;m � k. Additionally, they use the y-shifts hj;k forj = 0; : : : ; t for some parameter t.In the sequel, we 
all the latti
e 
onstru
ted by Boneh and Durfee the latti
e LBD.The basis for LBD is denoted by BBD. The latti
e LBD is spanned by the row ve
tors



of BBD. Sin
e the latti
e depends on the parameters m and t, we sometimes refer to theparameters by BBD(m; t) to 
larify notation.It is easy to see, that the basis ve
tors of latti
e LBD form a triangular matrix. Wegive an example of the latti
e basis for the parameter 
hoi
e m = 2 and t = 1.
BBD(2; 1) =

26666666666666664
1 x xy x2 x2y x2y2 y xy2 x2y3e2 e2xe2 e2Xfe �e eAX eXYx2e2 e2X2xfe �eX eAX2 eX2Yf2 1 �2AX �2XY A2X2 2AX2Y X2Y 2ye2 e2Yyfe eAXY �eY eXY 2yf2 �2AXY A2X2Y 2AX2Y 2 Y �2XY 2 X2Y 3

37777777777777775Boneh and Durfee showed for Æ < 0:284, one 
an �ndm; t su
h that an L3-redu
ed basisof LBD 
ontains ve
tors short enough to apply Howgrave's theorem and fa
tor the modulusN . This was improved in the same paper to Æ < 0:292 by using non-triangular latti
e bases.This is up to now the best bound for 
ryptanalysis of low se
ret exponent RSA. The atta
kworks under the assumption that polynomials obtained from two suÆ
iently short ve
torsin the redu
ed basis have a non-vanishing resultant. Although heuristi
, no failure of themethod for suÆ
iently large Æ is known.Boneh and Durfee also argue that using t = 0, that is only x-shifts are used to 
onstru
ta latti
e basis, one obtains already an atta
k working for Æ < 0:25. This reprodu
esWiener's result. However, experiments show that the method of Boneh and Durfee neverworks when using only x-shifts. In Se
tion 5, we will explain why this is the 
ase. Of
ourse, this failure of the Boneh/Durfee method in the spe
ial 
ase where only x-shifts areused does not a�e
t the method in general. It only points out that one has to be 
arefulwhen using Coppersmith's heuristi
 in the multivariate 
ase.3 NotationsSin
e the latti
e LBD de�ned in Se
tion 2 is the starting point of our further 
onstru
tions,we introdu
e some notations on the rows and 
olumns of the latti
e basis BBD.We refer to the 
oeÆ
ient ve
tors of the polynomials gi;k(xX; yY ) as the X-blo
k. TheX-blo
k is further divided into Xl; l = 0; : : : ;m; blo
ks, where the blo
k Xl 
onsist of thel + 1 
oeÆ
ient ve
tors of gi;k with i + k = l. These l + 1 ve
tors are 
alled Xl;k, that isthe k-th ve
tors in the Xl blo
k is the 
oeÆ
ient ve
tor of gl�k;k.The 
oeÆ
ient ve
tors of the polynomials hj;k form the Y -blo
k. We de�ne the Yjblo
k as the blo
k of all m + 1 
oeÆ
ient ve
tors of polynomials that are shifted by yj .The k-th ve
tor in the blo
k Yj is 
alled Yj;k, it is identi
al to the 
oeÆ
ient ve
tor of hj;k.Every 
olumn in the basis BBD is labeled by a monomial xiyj. All 
olumn ve
torswith label xlyj , l � j, form the X(l) 
olumn blo
k. Analogously, we de�ne the Y (l) 
olumnblo
k to 
onsist of all 
olumn ve
tors labeled with xiyi+l.



In the example in Se
tion 2, the horizontol lines divide the basis BBD(2; 1) into theblo
ks X1, X2, X3 and Y1. Analogously, the verti
al lines divide BBD(2; 1) into the 
olumnblo
ks X(1), X(2), X(3) and Y (1). In this example, the basis entry in row Y1;2 and 
olumnx2y is A2X2Y .4 A new method for all Æ < 0:290We introdu
e an alternative method for fa
toring the modulus N if d < N0:290. This doesnot improve the bound Æ < 0:292 given by Boneh and Durfee. However, it has severaladvantages 
ompared to their approa
h.First, our method signi�
antly redu
es the latti
e dimension as a fun
tion of m and t.The pra
ti
al impli
ation is that we are able to get 
loser to the theoreti
al bound. Wegive experimental results for Æ > 0:265. Se
ond, our proofs are simple. As opposed to theBoneh/Durfee latti
es for Æ < 0:292, the latti
e bases we use in the atta
k for Æ < 0:290remain triangular. Hen
e, determinant 
omputations are simple. Third, our 
onstru
tionmakes use of stru
tural properties of the underlying polynomials. Thus, it should applyalso to other latti
e 
onstru
tions using these polynomials.Constru
tion of the new latti
e L with basis B1. Choose latti
e parameters m and t and build the Boneh-Durfee latti
e basis BBD(m; t)as explained in Se
tion 2.2. In the Yt blo
k of the basis BBD remove every ve
tor ex
ept for the last ve
tor Yt;m,in the Yt�1 blo
k remove every ve
tor ex
ept for the last two ve
tors Yt;m�1 and Yt;m,and so on. Finally, in the Y1 blo
k remove every ve
tor ex
ept for the last t ve
torsYm�t+1; : : : ; Ym.3. Remove every ve
tor in the X-blo
k ex
ept for the ve
tors in the t + 1 blo
ks Xm�t,Xm�t+1, : : : ;Xm.4. Delete 
olumns in su
h a way that the resulting basis is again triangular. This is,remove all 
olumn blo
ks X(0);X(1); : : : ;X(m�t�1). Furthermore in the 
olumn blo
kY (l), l = 1; : : : ; t, remove the 
olumns labeled with xiyi+l for 0 � i < m� t+ l.This 
onstru
tion leads to a triangular basis B of a new latti
e L, whi
h will be used inour approa
h. Sin
e B depends on m and t, we sometimes write B(m; t).As opposed to Boneh and Durfee, we do not integrate more y-shifts to improve thebound Æ < 0:284, instead we remove some x-shifts.Remark 1 In our 
onstru
tion, we take the pattern (p0; p1; : : : ; pt) = (1; 2; : : : ; t+1). Thatis, we take the last pi, 0 � i < t ve
tors from the Yt�i blo
k and the last pt X-blo
ks anddelete 
olumns appropriately. The proofs in this se
tion easily generalize to every stri
tlyin
reasing pattern (p0; p1; : : : ; pt), p0 < p1 < � � � < pt. This in
ludes among others thepattern used by Boneh/Durfee [4℄ to show the bound d < N0:292. We give the proof of thisgeneralization in the full version of the paper.Applying the 
onstru
tion to the example given in Se
tion 2, we obtain the followinglatti
e basis of L with parameters m = 2 and t = 1.



B(2; 1) = 26666666664
x xy x2 x2y x2y2 x2y3xe2 e2Xfe eAX eXYx2e2 e2X2xfe �eX eAX2 eX2Yf2 �2AX �2XY A2X2 2AX2Y X2Y 2yf2 �2AXY A2X2Y 2AX2Y 2 X2Y 3

37777777775Let �B be the non-triangular basis we obtain after Step 3 of the 
onstru
tion. That is,�B 
onsists of the remaining basis ve
tors of BBD in the 
onstru
tion after removing rowve
tors but without removing 
olumns. The latti
e spanned by the row ve
tors of �B is
alled L �B. We adopt the notations of Se
tion 3 for the rows and 
olumns of B and �B. Forexample, the row ve
tor Xl;k of B is the 
oeÆ
ient ve
tor of gl�k;k, where we removedall the entries spe
i�ed in Step 4 of the 
onstru
tion. In the basis B(2; 1) above, the rowve
tor X2;0 is the ve
tor (0; 0; e2X2; 0; 0; 0).We 
all a 
olumn ve
tor xiyj that appears in the basis �B but not in the basis Ba removed 
olumn of B. The bases B and �B are 
onstru
ted using the same 
oeÆ
ientve
tors, where in B 
ertain 
olumns are removed. Having a ve
tor u = Pb2B 
bb in thespan of B, one 
an 
ompute the 
orresponding linear 
ombination �u =Pb2 �B 
bb of ve
torsin �B with the same 
oeÆ
ients 
b. Hen
e, the ve
tor dimension of �u is larger than the ve
tordimension of u. One 
an regard the additional ve
tor entries in �u as a re
onstru
tion ofthe ve
tor entries of u in the removed 
olumns. Therefore, we 
all �u the re
onstru
tionve
tor of u.The row ve
torsXl;k (l = m�t; : : : ;m; k � l) and Yj;k (j = 1; : : : ; t; k = m�t+j; : : : ;m)form the basis B. These ve
tors are no longer the 
oeÆ
ient ve
tors of the polynomialsgl�k;k(xX; yY ) and hj;k(xX; yY ), respe
tively, sin
e we remove 
olumns in Step 4 of the
onstru
tion. However in order to apply Howgrave's theorem, we must ensure that we
onstru
t a linear 
ombination of bivariate polynomials that evaluates to zero modulo emat the point (x0; y0) = (k; s). Hen
e, we still have to asso
iate the rows Xl;k and Yj;k withthe polynomials gl�k;k and hj;k. The basis ve
tors of �B represent the 
oeÆ
ient ve
tors ofthese polynomials. Therefore, after �nding a small ve
tor u =Pb2B 
bb in L, we 
omputethe re
onstru
tion ve
tor �u =Pb2 �B 
bb in L �B. That is, we re
onstru
t the entries in theremoved 
olumns. On
e the re
onstru
tion ve
tors of two suÆ
iently short ve
tors in Lare 
omputed, the rest of our method is the same as in the Boneh/Durfee method.In the remainder of this se
tion we show that short ve
tors u in L lead to shortre
onstru
tion ve
tors �u in L �B . To prove this, we �rst show that removed 
olumns of Bare small linear 
ombinations of 
olumn ve
tors in B. We give an example for the removed
olumn x0y0 in B(2; 1). Applying the 
onstru
tion in the following proof of Lemma 2, wesee that this 
olumn is a linear 
ombination of the 
olumns x1y1 and x2y2 in B.0BBBBBB� 0�e0010
1CCCCCCA = � 1XY 0BBBBBB� 0eXY00�2XY�2AXY

1CCCCCCA� 1X2Y 2 0BBBBBB� 0000X2Y 22AX2Y 2
1CCCCCCA



Lemma 2 All removed 
olumns in the 
olumn blo
ks Xi; i < m�t, are linear 
ombinationsof 
olumns in B. Moreover, in these linear 
ombinations, the 
oeÆ
ient for a 
olumn ve
torin X(l); l � m� t, 
an be bounded by 1(XY )l�i � 
, where 
 depends only on m and t.Proof: If xiyj is a removed 
olumn of B, we show that xiyj is a linear 
ombination of
olumns xi+1yj+1 , : : : , xmym�i+j . If xi+1yi+1 is a removed 
olumn, we 
an repeat theargument to show that xi+1yi+1 is a linear 
ombination of the remaining 
olumns xi+2yj+2, : : : , xmym�i+j . Continuing in this way until all removed 
olumns have been representedas linear 
ombinations of 
olumns in B, proves the lemma. Hen
e, it suÆ
es to prove thefollowing 
laim.Claim 1 If xiyj is a removed 
olumn of B, then xiyj is a linear 
ombination of the
olumns xi+1yj+1, xi+2yj+2,: : : , xmym�i+j, where the 
oeÆ
ient of 
olumn xi+byj+b; b =1; : : : ;m� i; is given by � 1(XY )b�j + bj �:Note, that the 
oeÆ
ient 
b = �j+bj � depends only on m and t, sin
e i, j depend on m andt. We will prove Claim 1 by showing that for ea
h row in B(m; t) the entry of the 
olumnxiyj in this row is a linear 
ombination of the entries of the 
olumns xi+byj+b in this row,with the 
oeÆ
ients as in the 
laim. We prove this for the rows in the X-blo
k and Y -blo
kseparately.Let Xl;k be a row in blo
k Xl, where l � m � t. The 
oeÆ
ients in this row are the
oeÆ
ients of the polynomial em�kxl�kfk(xX; yY ): By de�nition of f this polynomial isem�kxl�kfk(xX; yY ) = em�k kXp=0 pXq=0(�1)k+p�kp��pq�Ap�qXpY qxp+l�kyq: (2)To obtain the 
oeÆ
ient of xi+byj+b in em�kxl�kfk(xX; yY ), we set p = i� l+ k + b andq = j + b. Hen
e, this 
oeÆ
ient is given byem�k(�1)i�l+b� ki� l + k + b��i� l + k + bj + b �Ai�l+k�jXi�l+k+bY j+b= em�kAi�l+k�jXi�l+kY j(�1)i�l(�1)b� ki� l + k + b��i� l + k + bj + b �(XY )b:We 
an ignore the fa
tor em�kAi�l+k�jXi�l+kY j(�1)i�l, 
ommon to all entries in rowXl;k in the 
olumns xi+byj+b. Then Claim 1 restri
ted to row Xl;k reads as� ki� l + k��i� l + kj � = m�iXb=1 (�1)b+1 1(XY )b�j + bj �� ki� l + k + b��i� l + k + bj + b �(XY )bSin
e the binomial 
oeÆ
ient � ki�l+k+b� is non-zero only for k � i� l+ k+ b, we only haveto sum up to b � l � i. Substituting i� l + k by i0 yields�ki0��i0j� = k�i0Xb=1(�1)b+1�j + bj �� ki0 + b��i0 + bj + b�: (3)



Subtra
ting the left-hand side, Claim 1 restri
ted to row Xl;k redu
es to0 = k�i0Xb=0(�1)b+1�j + bj �� ki0 + b��i0 + bj + b�: (4)One 
he
ks that �j + bj �� ki0 + b��i0 + bj + b� = k!(k � i0)!j!(i0 � j)!�k � i0b �:This showsk�i0Xb=0(�1)b+1�j + bj �� ki0 + b��i0 + bj + b� = � k!(k � i0)!j!(i0 � j)! k�i0Xb=0(�1)b�k � i0b �:Sin
e P(�1)b�k�i0b � = (1 + (�1))b = 0 we get equation (4).In the same manner, Claim 1 is proved for the Y -blo
k. Let Yl;k be a row in blo
k Yl.Analogously to equation (2), we getem�kylfk(xX; yY ) = em�k kXp=0 pXq=0(�1)k+p�kp��pq�Ap�qXpY qxpyq+l:We obtain the 
oeÆ
ients of xi+byj+b in em�kylfk(xX; yY ) by setting p = i + b andq = j � l + b. Again, we ignore the 
ommon fa
tors in e, A, X and Y . Now, Claim 1 forYl;k redu
es to �ki�� ij � l� = m�iXb=1 (�1)b+1�j + bj �� ki+ b�� i+ bj � l + b�We only have to some up to b � k � i, be
ause the fa
tor � ki+b� is zero for k < i + b.Substituting j � l by j and i by i0 yields equation (3). This 
on
ludes the proof.Lemma 3 Every removed 
olumn ve
tor xiyi+l; i < m� t+ l, is a linear 
ombination ofthe 
olumns in the 
olumn blo
k Y (l) of B. In this linear 
ombination, the 
oeÆ
ient fora 
olumn ve
tor xkyk+l; k � m� t+ l, 
an be bounded by 1(XY )k�i � 
, where 
 depends onlyon m and t.Proof. Analogously to the proof of Lemma 2. Therefore we omit it.Theorem 2. Let u = Pb2B 
bb be a linear 
ombination of ve
tors in B with kuk < em.For �xed m and t and for every removed 
olumn xiyj in the X(i) blo
k (0 � i < m� t), theentry xiyj in the re
onstru
tion ve
tor �u =Pb2 �B 
bb 
an be bounded by O � em(XY )m�t�i�.



Proof: Consider a removed 
olumn xiyj. Let v = (v1; v2; : : : ; vn)T be the 
olumn ve
torxiyj in �B, where the entries are multiplied by the 
oeÆ
ients 
b. We want to show thatjPnk=1 vkj = O( em(XY )m�t�i ). This will prove the theorem.Apply Lemma 2 and write v as a linear 
ombination of the t+1 
olumns xm�tym�t�i+j ,: : : , xmym�i+j in B, where again the entries in ea
h of the t + 1 ve
tors are multipliedby the 
oeÆ
ients 
b. Call these 
olumns wi = (wi;1; : : : ; wi;n)T for i = 0; : : : ; t. ApplyingLemma 2 yieldsv = d0(XY )m�t�iw0 + d1(XY )m�t�i+1w1 + � � �+ dt(XY )m�iwtA

ording to Lemma 2, the di are 
onstant for �xed m and t. By assumption jjujj < em.Hen
e, all 
omponents of u are less than em. From this, we obtain jPk wi;kj < em. Thisimplies �����Xk vk����� = ����� d0(XY )m�t�i Xk w0;k + � � �+ dt(XY )m�i Xk wt;k������ ����� d0(XY )m�t�i Xk w0;k�����+ � � �+ ����� dt(XY )m�i Xk wt;k������ ���� d0(XY )m�t�i em����+ � � �+ ���� dt(XY )m�i em����= O� em(XY )m�t�i�+ � � �+O� em(XY )m�i�Therefore, jPk vkj 
an be bounded by O � em(XY )m�t�i�.Theorem 3. Let u =Pb2B 
bb be a linear 
ombination of ve
tors in B with kuk < em. For�xed m and t and for every removed 
olumn xiyi+l in the Y (l) blo
k (0 � i < m� t+ l; 1 �l � t), the entry xiyi+l in the re
onstru
tion ve
tor �u = Pb2 �B 
bb 
an be bounded byO � em(XY )m�t+l�i�.Proof. Analogously to the proof of Theorem 2. The proof is omitted.From Theorems 2 and 3, we 
an 
on
lude that if we use the re
onstru
tion ve
tor �u insteadof the short ve
tor u, we do not enlarge the norm signi�
antly. This shows the 
orre
tnessof our approa
h.Corollary 4 Let u =Pb2B 
bb with kuk < em be a ve
tor in L. Then the re
onstru
tionve
tor �u =Pb2 �B 
bb satis�es k�uk < em +O( emXY ).4.1 Computation of the new boundSin
e the latti
e basis for L is triangular, 
omputing the determinant of latti
e L is easy.We do not 
arry out the 
omputation. Manipulating the expressions for the determinantis straightforward, but requires tedious arithmeti
.



The latti
e dimension w equals the number of ve
tors in the blo
ks Xm�t; : : : ;Xm andY1; : : : ; Yt. w = mXi=m�t(i+ 1) + tXi=1 i = (m+ 1)(t+ 1)Noti
e, that we have w = (m+ 1)(m+ 2)=2 + t(m+ 1) for the latti
e LBD.We 
ompute the determinant det(L) as a fun
tion of e;m; t and Æ. We �nd the optimal tas a fun
tion of m; Æ by elementary 
al
ulus. Analogously to the method of Boneh/Durfee,we solve the equation det(L) < emwfor the maximal value of Æ. This leads to the boundÆ < p6� 15 � 0:290:5 A 
ase where the heuristi
 failsAs mentioned before, if LBD is 
onstru
ted using only x-shifted polynomials gi;k then theBoneh/Durfee method always failed in our experiments. More pre
isely, the polynomialswe obtained from the two shortest ve
tors in an L3-redu
ed basis for LBD led to twopolynomials whose resultant with respe
t to x was identi
ally 0. We want to explain thisphenomenon.Using the 
onstru
tion of Se
tion 4 in the spe
ial 
ase of t = 0 and m = l1, thelatti
e L 
onsists only of the ve
tors in the blo
k Xl1 with the 
olumns in X(l1). A simpledeterminant 
omputation shows, that for every Xl1 blo
k there is a linear 
ombination ofve
tors in blo
k Xl1 that is shorter than em provided Æ < 0:25.Moreover, unless a 
ombination of ve
tors in blo
k Xl2 is mu
h shorter than em (a
-
ording to Theorem 2 it must be of size O( emXY )), 
ombinations of ve
tors from di�erentblo
ks Xl1 ;Xl2 
an not be shorter than ve
tors obtained as 
ombinations of ve
tors froma single blo
k Xl1 . Although not a rigorous proof, this explains the following observation.In our experiments every ve
tor in an L3-redu
ed basis for BBD(m; 0) was a 
ombinationof basis ve
tors from a single blo
k Xl12.Now assume that we 
ompute the resultant of two polynomials p1; p2, obtained fromve
tors v1; v2 whose length is smaller than em=pw and that are linear 
ombinations ofbasis ve
tors inXl1 andXl2 , respe
tively. By 
onstru
tion of LBD and Howgrave's theorem(Theorem 1), p1 and p2 have a 
ommon root (x0; y0) = (k; s). The following theorem showsthat in this 
ase the Boneh/Durfee atta
k fails.Theorem 4. Let p1(x; y) and p2(x; y) be polynomials that are non-zero linear 
ombina-tions of the Xl1 and Xl2 blo
k, respe
tively. If p1(x0; y0) = p2(x0; y0) = 0 for at least onepair (x0; y0) 2 C � C then Resx(p1; p2) = 0.2 In fa
t, the following was true for arbitrary LBD, even those 
onstru
ted using y-shifts: Every ve
tor inan L3-redu
ed basis for LBD that depended only on basis ve
tors in the X-blo
k was a 
ombination ofbasis ve
tors from a single blo
k Xl1



Proof: Write p1 and p2 as linear 
ombinationsp1(x; y) = l1Xi=0 
ixl1�if i(x; y)em�i ; p2(x; y) = l2Xi=0 dixl2�if i(x; y)em�i:We know l1; l2 > 0, sin
e p1(x0; y0) = p2(x0; y0) = 0 for at least one pair (x0; y0). If
0 = d0 = 0, then f is a 
ommon fa
tor of p1 and p2 and Resx(p1; p2) = 0. Hen
e, we mayassume 
0 6= 0 or d0 6= 0.Let r(y) = Resx(p1; p2) be the resultant of p1; p2 with respe
t to the variable x. LetT = fz 2 C j r(z) = 0g be the set of roots of r(y). Next, de�ne S asS = fy 2 C j there is an x 2 C su
h that p1(x; y) = p2(x; y) = 0g:S is the proje
tion of the 
ommon roots of p1; p2 onto the se
ond 
oordinate. It is well-known that S � T (see for example [7℄). Our goal is to show, that jSj =1. Then jT j =1as well, and r(y) = Resx(p1; p2) = 0 as stated in the theorem.To show that jSj =1, we �rst perform the transformation � de�ned by�(x; y) = (x0; y) with (x0; y) = � xf(x; y) ; y� :We obtain x0 = xx(A+ y)� 1 = 1A+ y � 1x :This implies 1x0 = A + y � 1x and 1x = A + y � 1x0 : From the se
ond equality we getx = x0x0(A+y)�1 = x0f(x0;y) . We also getf(x0; y) = xx(A+ y)� 1 � (A+ y)� 1 = 1x(A+ y)� 1 = 1f(x; y) :Applying the transformation to the polynomials p1; p2 gives rational polynomials q1; q2,whereq1(x0; y) = f�l1(x0; y) l1Xi=0 
ix0l1�iem�i; q2(x0; y) = f�l2(x0; y) l2Xi=0 dix0l2�iem�i:Hen
e q1; q2 are of the form q1(x0; y) = 1f l1 g1(x0); q2(x0; y) = 1f l2 g2(x0); for polynomialsg1; g2 that depend only on x0.Let S0 = fy 2 C j there is an x 2 C su
h that q1(x; y) = q2(x; y) = 0g:If g1; g2 do not have a 
ommon root, then S0 = ;. On the other hand, if g1; g2 have a
ommon root x then S0 = C nf 1x � Ag, sin
e y = 1x � A is the only value y for whi
hf(x; y) = 0. In parti
ular, either S0 = ; or jS0j = 1. In order to show that jS0j = 1, itsuÆ
es to show that there is at least one y 2 S0.In order to prove the theorem, it suÆ
es to show that the transformation � indu
esa bije
tive mapping of the 
ommon roots of p1; p2 onto the 
ommon roots of q1; q2. Byassumption, p1 and p2 share the 
ommon root (x0; y0). Then, �(x0; y0) is a 
ommon root of



q1; q2. This implies y0 2 S0 and therefore jS0j =1. By the bije
tivity of � , we get jSj =1as well.Whenever de�ned, the transformation � is the inverse of itself. This implies that �is bije
tive on its domain, that is on all points (x; y) where f(x; y) 6= 0. Hen
e, a 
om-mon root (x; y) of p1; p2 is not in the domain of � i� (x; y) is a root of f . So assume(x; y) 2 C � C is su
h that f(x; y) = 0. Then all term in p1 and p2 vanish ex
ept for i = 0.We get p1(x; y) = 
0xl1em and p2(x; y) = d0xl2em. But f(x; y) = x(A+ y)� 1 = 0 impliesx 6= 0. In this 
ase, p1 and p2 do not have a 
ommon root be
ause either 
0 6= 0 or d0 6= 0.Hen
e p1; p2; f do not have a 
ommon root and the transformation � indu
es a bije
tivemapping of the 
ommon roots of p1; p2 onto the 
ommon roots of q1; q2. This 
on
ludesthe proof of the theorem.More 
an be said about the Boneh/Durfee atta
k when LBD is 
onstru
ted using onlyx-shifts. In the experiments we 
arried out, an L3-redu
ed basis of LBD always 
ontaineda ve
tor v depending only on the basis ve
tors in X1. As usually, we denote the basisve
tors in X1 by X1;0;X1;1. The ve
tor v was of the form d �X1;0+ k �X1;1, where d is these
ret key and k is de�ned by ed = 1� k �(N)2 . Hen
e, v alone reveals the se
ret key.This is explained by the following theorem. Consider the latti
e L spanned by the rowsof the (2� 2) latti
e basis B(1; 0) = � eX 0AX XY � :Theorem 5. If we 
hoose Y = e1=2 and X = 2e1=4 for the basis B(1; 0), then the 
oeÆ-
ients of the shortest latti
e ve
tor equal the se
ret parameters k and d provided d < 13N1=4.Proof: We only sket
h the proof idea. Details are given in the full version of the paper.We show that for the shortest ve
tor u = 
1X1;0+
2X1;1 the quotient 
1
2 is a 
onvergentin the 
ontinued fra
tion expansion of Ae . Furthermore, 
1
2 is the last 
onvergent of Ae whosedenominator is less than e1=4.It 
an be shown using Wiener's argument, that dk is also the last 
onvergent of Ae withdenominator less than e1=4. This implies 
1
2 = dk .6 ExperimentsWe implemented our new method and 
arried out several experiments on a Linux-PC with550 MHz. The L3 redu
tion was done using Vi
tor Shoup's NTL library [18℄.In every experiment, we found two ve
tors with norm smaller than empw . Interestingly inthe experiments 
arried out, the redu
ed latti
e basis 
ontained not only two suÆ
ientlysmall ve
tors, but all ve
tors in the L3-redu
ed basis of L had about the same norm.This is a di�eren
e to the Boneh/Durfee latti
e bases. The resultant of the 
orrespondingpolynomials was 
omputed using the Maple 
omputer algebra system. The resultant withrespe
t to x was always a polynomial in y, and the root delivered the fa
torization ofN . Our results 
ompare well to those of Boneh and Durfee in the Euro
rypt paper [3℄.



Boneh/Durfee ran new experiments in [4℄, but used additional tri
ks to enlarge d by a fewbits:1. Latti
e redu
tion with S
hnorr's blo
k redu
tion variant [16℄.2. Use of Cheby
hev polynomials (a tri
k due to Coppersmith).3. If kp(xX; yY )k < 
 � em=pw, we know jp(x0; y0)j < 
 � em and p(x0; y0) = 0 mod em.Hen
e, we 
an guess 
 2 (�
; 
) su
h that p(x; y) + 
em satis�es p(x0; y0) + 
em = 0over Z.These tri
ks apply to our method as well, but we did not implement them. Comparinginstan
es with the same bitsize of p; q and the same Æ as in [3℄, our algorithm was severaltimes faster due to the redu
ed latti
e dimension. The following table 
ontains several run-ning times we obtained. Where availabe, we also in
luded the 
orresponding running timesas provided in [3℄ (these running times were a
hieved on a 400 MHz SUN workstation).p; q Æ m t w our running time running time in [4℄1000 bits 0.265 4 2 15 6 minutes 45 minutes3000 bits 0.265 4 2 15 100 minutes 300 minutes3000 bits 0.269 5 2 18 8 hours -500 bits 0.270 6 2 21 19 minutes -500 bits 0.274 8 3 36 300 minutes -500 bits 0.2765 10 4 55 26 hours -500 bits 0.278 11 5 72 6 days -In all examples we 
hose d uniformly with Æ log(N) bits, until logN (d) was Æ within pre-
ision at least 10�4. The running time measures only the time for L3-redu
tion. Withgrowing m and t, the time for resultant 
omputation 
an take longer than redu
ing thelatti
e basis B(m; t).7 A
knowledgementWe want to thank Glenn Durfee for pointing out the additional tri
ks in Se
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