
Cryptanalysis of NTRUAlexander MayDepartment of Computer ScienceUniversity of Frankfurt, GermanyAbstract. We present new results on the cryptanalysis of the NTRUCryptosystem by lattice reduction. The new lattices have smaller dimen-sion than those used in former attacks. In addition, they take advantageof the special structure of NTRU secret keys. A certain class of NTRUkeys is especially suitable for these attacks, although the new meth-ods apply to all keys. With these lattices, some instances of NTRU formedium security level can be broken in less than 1 hour. Further, weakkeys can be broken for high security levels.Keywords: NTRU, lattice reduction, SVP, polynomial ring.1 IntroductionThe NTRU Cryptosystem was �rst presented by J. Ho�stein, J. Pipherand J.H. Silverman in '96 [3]. It is a ring-based cryptosystem operating inthe polynomial ring ZZq[X ]=(Xn� 1) where n is the security parameter.NTRU has achieved considerable attention because of its encryption anddecryption speed and the easyness of creating public-key/secret-key pairs,which makes it practical to change keys frequently. There is a licensingagreement with SONY [5]. D. Coppersmith and A. Shamir [1] presented�rst lattice attacks on the system. In their lattice Lcs vectors correspondto factorizations of the public-key in the ring ZZq[X ]=(Xn � 1). Theyshowed that any non-trivial lattice vector at most as long as the originalsecret key { the target vector { can be used for decryption. Also if one isable to �nd two vectors not longer than 2.5 times the target vector, thenhe gets partial information about the plaintext which can be combinedto recover the whole message. The lattice has the practical disadvantagethat its dimension is 2n.The CS attacks have been implemented and analyzed in a recent paper bythe NTRU-authors [2]. They did not break the system for the proposedsecurity parameters and made rough estimates of the necessary runningtime to recover the secret key. It never appeared that smaller or slightlylarger keys than the target were discovered. It seems that there is a gap



between useless, longer vectors in the lattice and the target.To compute short vectors we use lattice reduction algorithms such as theL3-algorithm of Lenstra, Lenstra and Lovasz [4] and the BKZ-algorithmof Schnorr [6, 7]. These algorithms approximate the shortest vector in alattice L to within some factor. Thus, we are interested in making thegap1 c = �2(L)�1(L) between the shortest and second-to-shortest vector as bigas possible. If we approximate the shortest vector within a factor lessthan c we get the exact solution. Heuristically, the larger c the higherthe probability that the lattice reduction algorithm yields the shortestvector instead of just an approximation. To enlarge c we can shorten theshortest vector or make the second-to-shortest vector longer as it is donein this paper. We show that in the Coppersmith-Shamir lattice Lcs theshortest and the target vector are not unique. Then we propose some lat-tice class where the target is unique if there is a unique longest zero-runin one of the secret polynomials. Next we show that with overwhelmingprobability this target is also the only vector which has sup-norm 1 for nlarge enough.Furthermore, we introduce some lattices which reduce the lattice dimen-sion of the lattice Lcs from 2n to (1+�)n; 0 < � � 1. With these latticesthe time to recover the secret key from the public key drops by about afactor 10 in medium security level.The paper is organized as follows. In Section 2 we give a short summaryof the NTRU Cryptosystem and the lattice of Shamir and Coppersmith.In Section 3 we present the new classes of lattices which make the targetvector unique. The target vector is with high probability the shortest vec-tor in sup-norm what is proven in Section 4. Section 5 introduces latticeswhich reduce the lattice dimension. These methods can be combined withthose of Section 3. In Section 6 we give practical results for the securityof NTRU in medium security and break some weak instances of NTRUin high security dimension.2 NTRU and the Coppersmith-Shamir LatticeWe denote the ring of integers by ZZ and the integers modulo q by ZZqwhich are presented by the integers in the interval (� q2 ;+ q2). The poly-nomial ring Rq = ZZq[X ]=(Xn�1) consists of all polynomials with degreeless than n and coe�cients in ZZq. We identify a polynomial f 2 Rq with1 The ith successive minimum �i(L) is the smallest real number r such that there arei linear independent vectors in L of length at most r.2



its coe�cient vectorf = (f0; f1; : : : ; fn�1) = n�1Xi=0 fiX i:Two polynomials f; g 2 Rq are multiplied by the ordinary convolution(f � g)k � Xi+j�k(n) fi � gj (0 � k < n) (1)which is commutative and associative. The convolution product is pre-sented by the symbol � to distinguish it from multiplication in ZZ.The multiplicative group of units in Rq is denoted by R�q . The inversepolynomial of f 2 R�q is f�1q .2.1 NTRU CryptosystemWe brie
y recall the NTRU system [2]. The subset S 0d � Rq consists ofall polynomials with exactly d+ 1 coe�cients +1, d coe�cients �1 andthe others 0. Sd consists of all polynomials with d coe�cients +1, d co-e�cients �1 and the others 0. Choosing a polynomial f 2R Sd meansrandomly choosing a polynomial in Sd. Note that the coe�cient vector fhas sup-norm 1.Key creation:Choose random f 2R S0d and g 2R Sd. Compute f�1q 2 R�q andf�1p 2 R�p using the extended Euclidean Algorithm for polynomials. Ifone of these inverses does not exist choose a new f . Otherwise f servesas the secret key. Publish the polynomialh � f�1q � g (mod q) (2)as public key.Encryption:Choose � 2R Se and encrypt the plaintext m 2 Rp ase � p� � h+m (mod q)Decryption: Computea � e � f (mod q)� p� � f�1q � g � f +m � f (mod q)� p� � g +m � f (mod q)3



For appropriate chosen parameters we can ensure that the polynomiala has small coe�cients so that is not only in the ring Rq but also inZZ[X ]=(Xn � 1). That is, the reduction modulo q does not a�ect thecoe�cients. Thus, we can switch to reduction modulo p computinga � f � p� � g +m � f � f�1p (mod p)�m (mod p):We recover the plaintext m 2 Rp.Security n q p f g � Priv.Key Pub.Key(bit) (bit)medium 107 64 3 S014 S12 S5 340 642high 167 128 3 S060 S20 S18 530 1169highest 503 256 3 S0215 S72 S55 1595 4024Table 1. Suggested parameters for NTRUThe suggested parameters are given in Table 1. The security of NTRUis based on the following complexity assumption.Assumption 2.2 (Polynomial factorization problem PFP) Givena polynomial h = f�1q � g (mod q) where the coe�cients of f and g aresmall compared to q. For suitable parameter settings it is intractable torecover one of the polynomials f or g with knowledge of h or to �nd twopolynomials f 0 and g0 with small coe�cients such that f 0�h � g0 (mod q).Note that for each f 2 R�q there's a factorization of the form h � f�1q � g.Thus, there are jR�qj possible factorizations of which only those with small`2-norm are useful for decryption.2.3 The lattice LcsLet v1; : : : ; vm 2 IRn be linear independent. The lattice L spanned byfv1; : : : ; vmg consists of all integer linear combinations L = Pmi=1 ZZvi.Its lattice dimension, denoted by dim(L) is the dimension of the IR-subspace it spans. Each lattice L of dimension n has a basis, i.e., a se-quence [b1; : : : ; bn] of n elements of L generating L.Coppersmith and Shamir proposed the following lattice which is spanned4



by the row vectors of the (2n� 2n)-matrix Lcs:Lcs = 0BBBBBBBBBBBB@ b1b2...bnbn+1bn+2...b2n 1CCCCCCCCCCCCA = 0BBBBBBBBBBBB@1 0 : : : 0 h0 h1 : : : hn�10 1 : : : 0 h1 h2 : : : h0... ... . . . ... ... ... . . . ...0 0 : : : 1 hn�1 h0 : : : hn�20 0 : : : 0 q 0 : : : 00 0 : : : 0 0 q : : : 0... ... . . . ... ... ... . . . ...0 0 : : : 0 0 0 : : : q 1CCCCCCCCCCCCADe�nition 2.4 Let f = (f0; f1; f2; : : : ; fn�1) 2 Rq. The automorphism� : Rq ! Rq withf(X) 7! f(X�1) = (f0; fn�1; fn�2; : : : ; f1)is de�ned as coe�cient-mirror on Rq.Lemma 2.5 Let h � f�1q � g (mod q) be any factorization of h in Rqwith f�1q 2 R�q. Then the lattice Lcs contains the vector (�(f); g).Proof: Given a factorization h � f � g (mod q) we obtain for each ofthe n coe�cients of the polynomial g an equation of the formgk � Xi+j�k(n) hi � fj (mod q) for 0 � k < n :Writing these equations in matrix-vector representation leads to0BBB@ h0 h1 : : : hn�1h1 h2 : : : h0... ... . . . ...hn�1 h0 : : : hn�21CCCA �0BBBBB@ f0fn�1fn�2...f1 1CCCCCA � 0BBBBB@ g0g1g2...gn�11CCCCCA over ZZqThis explains the structure of Lcs. Let v = P cibi be any lattice vector.Then v has the form (c1; : : : ; cn; vn+1; : : : ; v2n). Thus we obtain in the�rst n components of a lattice vector the coe�cient vector �(f). The ad-dition of row vectors de�ned by �(f) forces a linear combination on theh vectors which leads according to (2) to the vector g in the second ncoe�cients. The reduction modulo q is component-wise performed by theq-lattice vectors bn+1; : : : ; b2n. 2 5



The identity matrix can be scaled by a factor of � = jjgjj2jjf jj2 to balancethe norms of �(f) and g in the target vector. Since there is a computa-tional advantage in using integral lattices we always scaled columns n+1to 2n by the factor d jjf jj2jjgjj2 c.3 New classes of lattices3.1 The cyclic structure of LcsWe point out a cyclic property of Lcs which is used to construct newlattices by �xing the target vector to a specially shifted lattice vector.De�nition 3.2 Let f = (f0; f1; f2; : : : ; fn�1) 2 Rq. Then we de�nef ls(l) = (fl; fl+1; fl+2; : : : ; fl�1) as leftshift of f by lNote that f ls(l) � xl � f in Rq.De�nition 3.3 Let f = (f0; f1; f2; : : : ; fn�1) 2 Rq. Then f is called pe-riodic with period t if f = f ls(t) and t divides n. If f has smallest periodn then f is called non-periodic.Lemma 3.4 Let h � f�1q � g (mod q) be the secret factorization of h inRq with f�1q 2 S 0df and g 2 Sdg . Then1. Lcs contains the shifted vectors (�(f)ls(l); gls(l)) for 0 � l < n.2. Let jj(�(f 0); g0)jjp = �1(Lcs) be the smallest factorization for a given`p-norm. If n > (2df + 1) + 2dg, n prime, then (�(f 0)ls(l); (g0)ls(l)),0 � l < n, are pairwise distinct.Proof: 1. Observe that multiplying the equation h � f � q by xl leadsto h � f ls(l) � gls(l) for 0 � l < n. Analogous to the proof of Lemma 2.5we obtain, that Lcs contains the vector (�(f)ls(l); gls(l)).2. According to 1. we have that for the smallest factorization h � f 0 � g0the lattice Lcs contains the n vectors (�(f 0)ls(l); (g0)ls(l)) for 0 � l < nwhich have identical norm. It remains to show that these n shifted vectorsare pairwise distinct. Since n is chosen to be prime, there can be no non-trivial periods in f 0; g0. Assume that f 0 or g0 is the vector (b; b; : : : ; b); (1 �b � q � 1). Then for p <1 :jj(�(f 0); g0)jjp � b � ppn > pq(2df + 1) + 2dg:6



Thus, (�(f 0); g0) cannot be the shortest vector in Lcs since we know byconstruction of h that the target vector (which corresponds to the secretfactorization) has `p-norm pp(2df + 1) + 2dg. In `1-norm the target hasnorm 1 and thus is a non-periodic shortest vector in the lattice. So the ncyclic shifted vectors are pairwise distinct. 2It is tempting to state �1(Lcs) = �2(Lcs) = � � � = �n(Lcs) but in generalthe n cyclic shifted vectors may not be linear independent. The numberof linear independent vectors equals the rank of the Toeplitz matrix thatthey form. Coppersmith, Shamir [1] showed that any vector in L at mostas long as the vector corresponding to the factorization of h into the secretcomponents f; g can be equally used in NTRU for decryption. Togetherwith the above Lemma 3.4 this leads to the following Corollary.Corollary 3.5 Let T be the Toeplitz matrix formed by the cyclic shiftedvectors (�(f)ls(l); gls(l)), (0 � l < n) and let rank(T ) be the rank of T .Then breaking NTRU can be reduced to computing one of the n vectorswith the length of the �rst rank(T ) successive minima �1(Lcs) = � � � =�rank(T )(Lcs).I.e., for a cryptanalyst it su�ces to compute one of the n shortest vectorsof Lcs by lattice reduction to break NTRU. The shortest vector is notunique in Lcs as was shown in Lemma 3.4. Our aim is to construct alattice L for which there is a unique vector v with jjvjj2 = �1(L) whichenlarges the fraction �2(L)�1(L) in the Euclidean norm since all practical latticereduction methods work in `2-norm. This makes the NTRU-system morevulnerable for this kind of attack.3.6 The Run-latticesThe class of run-lattices is derived from the lattice Lcs by multiplying thecolumns n+ 1 till n+ r by a suitable chosen constant �.Lrg(�) = 0BBBBBBBBBBBB@1 0 : : : 0 � � h0 : : : � � hr�1 hr : : : hn�10 1 : : : 0 � � h1 : : : � � hr hr+1 : : : h0... ... . . . ... ... . . . ...0 0 : : : 1 � � hn�1 : : : � � hr�2 hr�1 : : : hn�20 0 : : : 0 � � q : : : 0 0 : : : 00 0 : : : 0 0 : : : 0 0 : : : 0... ... . . . ... ... . . . ... ... . . . ...0 0 : : : 0 0 : : : 0 0 : : : q 1CCCCCCCCCCCCA7



For � = q + 1 we ensure that the smallest vector v = (v1; : : : ; v2n) inthe lattice has zero-entries for vn+1; : : : ; vn+r. Otherwise it has `2-normat least p�, but the q-vectors brn+r+1; : : : ; br2n all have norm pq. Thus, vcannot be the smallest vector in Lrg(�).We must determine the size of r for attacking the public key.De�nition 3.7 Let g 2 S 0d. Then (gi; gi+1; : : : ; gj) with gi; gi+1; : : : ; gj =0 is called a zero-run in g of length j� i+1. The indices of g are regardedmodulo n. The longest zero-run in g has length r ifr = maxi;j mod nfj � i+ 1 j gi; gi+1; : : : ; gj = 0g:We call a zero-run in g unique if there is only one longest zero-run in g.Now we are able to formulate the following lemma.Lemma 3.8 Let the coe�cient vector g contain a unique, longest zero-run of length r which starts at gl. Then Lrg(�) contains the uniquely de-termined target vector� l = ((f0; fn�1; fn�2; : : : ; f1)ls(l)j (g0; g1; : : : ; gn�1)ls(l))with `2-norm pjjf jj2 + jjgjj2. All other shifted vectors � ls(m) (m 6= l) havenorm at least pjjf jj2 + jjgjj2 � 1 + �2.Proof: If the secret g contains a unique longest zero-run of length r thenLrg(�) contains according to Lemma 3.4 the shifted target (�(f)rs(l); gls(l)),where gls(l) starts with this zero-run. The multiplier � does not a�ect � l'snorm.Since the longest zero-run is unique all other shifted vectors � ls(m) haveat least one non-zero entry in the coe�cients n+ 1; : : : ; n+ r. This entryis scaled by the factor �: 2Choosing � bigger than q forces nearly all of the lattice vector coe�-cients between the n+1 coe�cient and the n+ r coe�cient to be 0, evenafter LLL reduction. This shortens the search space for small vectors.The larger one can choose r the faster this method works i.e. secret keysg with long zero-runs are especially suitable to this kind of attack.Remark 1: Note that we can equally �x zero-runs in f by multiplyingrows of the f -part of lattice Lcs obtaining a lattice Lrf(�). If we want tocombine the two lattices Lrg(�) and Lrf (�) we have to guess the correct posi-tion of a zero-run in f because we �x the target � l according to Lemma 3.8.8



To get an idea of the fraction of g's having a long zero-run we bound theprobabililty of a run of length r when choosing g randomly and uniformaccording to the probability distribution Sd. Remember that g containsd (+1)'s, d (�1)-coe�cients and the others 0.Lemma 3.9 Let Pr(r) = Prg2RSd [g contains one run with length r].Then we havePr(r) � n � 2Pi=0 �n�(r+2)d�i ��n�(r+2)�(d�i)d�(2�i) �� 2Pi=0 �n�2(r+2)d�i ��n�2(r+2)�(d�i)d�(2�i) ��nd��n�dd �Proof: The key space of g is jSdj = �nd��n�dd �. There are n possibilitiesfor the beginning of a zero-run. The run of length r is either surroundedby two �1's, a +1 and �1 or two +1's. In the �rst case the numberof keys is �n�(r+2)d ��n�(r+2)�dd�2 � because we have to distribute d +1's on(n � r � 2) coe�cients and the remaining (d � 2) (�1)-coe�cients onthe (n � r � 2� d) left places. The other cases are analogous. Note thatsome g's are counted twice. Namely those, which have a zero-run in theremaining (n�r�2) coe�cients. These keys are eliminated by the secondsummation. 2Thus, we obtainPrg2RSd [g contains a run with length � r] � n�2d�2Xj=r Pr(j) (3)We do not know the length r of a longest zero-run in g a priori but asequation (3) suggests the interval of relevant values is small. We may alsouse a lower bound for r.4 The shortest vector in Lrg(�) in sup-normIn order to enlarge the fraction �2(Lrg(�))�1(Lrg(�)) in sup-norm we have to provethat the target vector � l from Lemma 3.8 is the only one with sup-norm1 assuming that the coe�cients of the public-key h are distributed ac-cording to the following assumption:Assumption 4.1 Let h = (h0; h1; : : : ; hn�1) = f�1q � g with f 2R S0d�,g 2R S�d. Then the hi are distributed independent and uniformly over ZZq.9



For f 2R R�q and jR�q jjRqj � 1 we havef 2R R�q ) f�1q 2R R�q ) f�1q � g � h 2R R�qThe multiplication with f�1q is a bijection R�q�R�q ! R�q . Thus the h's areuniformly distributed in R�q. Because jR�q jjRqj � 1 the hi's are approximatelyuniformly distributed over ZZq.We assume that the key h behaves similar if f is chosen from the smallerset S 0d�. With this assumption we are now able to state the followingtheorem.Theorem 4.2 Under assumption 4.1 we have for q > 9limn!1Prh [9f 0; g0 j f 0�h � g0 (mod q); jjf 0jj1; jjg0jj1 = 1; (�(f 0); g0) 6� � l] = 0:Proof: Let r be the length of the longest zero-run in g. Consider thelattice Lrg(2). For a vector v 2 Lrg(2) having `1-norm 1, the linear combi-nation of columns n+ 1; : : : ; n+ r must be zero. Let the longest zero-runof g start with gi. Then we have:0BBB@ h0 h1 : : : hn�1h1 h2 : : : h0... ... . . . ...hn�1 h0 : : : hn�21CCCA �0BBBBB@ fifi�1fi�2...fi+11CCCCCA � 0BBBBBBBB@ 0...0gi+r...gi�11CCCCCCCCA over ZZqAccording to Assumption 4.1 we have hj 2R ZZq. We look at the proba-bility that equation (2) has other solutions f 0; g0 with sup-norm 1.Prh 24 f 0 � h � g0;9f 0; g0 jjf 0jj1; jjg0jj1 = 1;(�(f 0); g0) 6� � l 35 = Prh 24 f 0 � h � g0;9f 0 jjf 0jj1 = 1;f 0 6= f ls(l); g0 �xed35�jfg 2 f�1; 0gnj g starts with r zerosgjAccording to Assumption 4.1 we have hj 2R ZZq. ThusPrh 24 f 0 � h � g0;9f 0; g0 jjf 0jj1; jjg0jj1 = 1;(�(f 0); g0) 6� � l 35 � 3nqn � 3n�r = 32n�rqn10



The claim follows. 2So for su�ciently large n the target is the only lattice vector v withjjvjj1 = 1. It is open if there is a similar result for the `2-norm.5 Dimension-reducing lattices5.1 The lattice Lgred�Experimental expectations suggest that there are no other vectors in Lcswith Euclidean length comparable to that of the target { except the nshifted versions. Thus the method of CS [1] to construct spurious keysis not applicable in practice. On the other hand, if there are only a fewsmall lattice vectors corresponding to small factorizations it su�ces thatthe n equations (2) are not ful�lled for all coe�cients gk (0 � k < n) butfor most of them. If there are no other vectors with small entries in thesecoe�cients we will nevertheless recover the target. This idea gives rise tothe following lattice Lgred� .Lgred� = 0BBBBBBBBBBBB@� 0 : : : 0 h0 h1 : : : hd�ne�10 � : : : 0 h1 h2 : : : hd�ne... ... . . . ... ... ... . . . ...0 0 : : : � hn�1 h0 : : : hd�ne�20 0 : : : 0 q 0 : : : 00 0 : : : 0 0 q : : : 0... ... . . . ... ... ... . . . ...0 0 : : : 0 0 0 : : : q 1CCCCCCCCCCCCAThe practical advantage is that the lattice-dimension drops from 2n ton(1 + �), 0 < � � 1.5.2 The lattice Lfred�Analogous to the method of Section 5.1 we can consider only a fractionof the f -coe�cients. This leads to the lattice Lfred� generated by the rowvectors of the following matrix. 11



Lfred� = 0BBBBBBBBBBBBBBBBBBB@
� 0 : : : 0 h0 : : : : : : hn�10 � : : : 0 h1 : : : : : : h0... ... . . . ... ... : : : : : : ...0 0 : : : � hd�ne�1 : : : : : : hd�ne�20 0 : : : 0 hd�ne : : : : : : hd�ne�1... ... ... ... ...0 0 : : : 0 hn�1 : : : : : : hn�20 0 : : : 0 q 0 : : : 00 0 : : : 0 0 q : : : 0... ... . . . ... ... ... . . . ...0 0 : : : 0 0 0 : : : q

1CCCCCCCCCCCCCCCCCCCAAlthough Lfred� is generated by 2n vectors the lattice dimension is below2n because the lattice vectors are linear dependent. The L3-algorithmdiscovers these linear dependencies and discards the arising zero-vectors.Therefore, the lattice dimension drops to n(1 + �). Because the targetcontains the vector g we are able to recover all coe�cients of f by solvingequation (2).6 Experimental resultsWe used the lattice-reduction algorithms LLL [4] and BKZ [6{9] withreduction parameter � = 0:95. The parameter 
 for deep insertions waschosen to be 0:95, too. We tested several pruning parameters p - whichcut the search trees for shortest vectors in the sublattices of BKZ - foroptimality. For n > 95 the best choice is p 2 [6; 8].The following results were obtained on a HP-Unix workstationmodel 9000with 200 Mhz. The NTRU parameters were chosen according to Table 1for medium security level. The �rst column represents the time it tookto �nd the secret factorization of h when using the Coppersmith-Shamirlattice Lcs. The second column gives running times for the dimension-reducing lattices presented in Section 5 with several di�erent parameters.Note that if � and � are both smaller than 1 the remaining coe�cientshave to be guessed - for instance by the meet-in-the-middle algorithm ofOdlyzko [10]. The third column shows the running times when using thelattice Lrg(q) of Section 3.6. We have chosen several keys until the zero-run in g was at least 21107n. The probability of having such a run can be12



computed by equation (3). It is at least 5% for n = 107. The last columnshows the running time when �xing zero-runs in both keys g and f (seeRemark 1 in Section 3.6). The sum of those runs was chosen to be at least1:8 � 21107n. The last two columns also combine the methods of Section 5and 3.6 in using � = 0:7; � = 1:0. The running time is given in hh:mm:ss.Lcs Lgred� & Lfred� Lrg(q)&Lgred0:7 Lrg+f (q) & Lgred0:7N Time Time � � Time run Time grun frun75 000:15:12 00:06:47 0:5 1.0 00:02:56 17 00:02:39 14 1680 000:24:30 00:18:23 0.8 0.8 00:06:39 20 00:04:41 14 1585 000:47:26 00:32:36 0.5 1.0 00:06:32 17 00:06:16 17 1690 001:05:10 00:37:04 0.5 1.0 00:07:44 18 00:07:40 17 1792 003:02:42 01:16:03 0.8 1.0 00:10:08 22 00:08:37 33 1194 003:05:11 02:40:36 0.8 1.0 00:13:39 22 00:13:12 24 1096 010:17:12 04:01:36 0.5 1.0 00:19:27 21 00:15:49 27 1298 006:41:19 03:55:53 0.8 1.0 00:25:07 23 00:21:36 15 10100 024:58:12 02:15:14 0.77 1.0 00:28:50 20 00:23:46 16 20102 070:19:49 09:16:14 0.8 1.0 00:42:40 25 00:17:31 23 18104 129:37:37 - 00:24:21 24 00:28:20 26 12107 663:08:52 66:40:25 0.8 0.8 01:28:53 21 00:40:51 12 27Table 2. Timing comparison of the di�erent lattices for medium securityFor a graphical representation see Figure 1. We also broke some weakkeys h in high security level with long zero-runs in both f and g with thecombined lattice methods Lrg(500); Lrf(500) & Lgred0:7 . For these reductionswe used another implementation of the LLL-algorithm computing theGram-Schmidt coef�cients by householder transformation which is morestable.run(f)+run(g) 173 155 135 116 97 82time 02:00:06 01:58:51 02:56:22 03:18:28 05:24:16 15:35:44Table 3. Running times in high security level n = 1677 Discussion and Open ProblemThe NTRU-Cryptosystem needs small norms for the secret polynomialsto ensure correct decryption. Thus, the problem of zero-runs is inherent.13
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Fig. 1. Timing comparison of Lcs, Lgred� & Lfred� and Lrg(q) & Lgred0:7A counter-measure guarding against the run lattices is to reject weak keyswith long zero-runs. This cuts down the key space a little. Thus, one hasto increase the security parameter n. For the case of message attacks bylattice reduction the situation is even better, because the randomizationpolynomial � is suggested to have a few non-zero coe�cients less than g.Therefore, we have longer zero-runs in � making the described methodsalso vulnerable for lattice attacks on a single message m.It is still open if there is a result analogous to Theorem 4.2 for the `2-norm. If this is the case: What is the fraction �2(Lrg(�))�1(Lrg(�)) in the Euclideannorm? This fraction is interesting for optimatization of the parameters �and �.8 AcknowledgementThe author wants to thank Henrik Koy for providing him the stable L3with householder transformation making attacks on NTRU in high secu-rity level possible. 14
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